SunsiLo

Mission-Critical Data Interoperability

urelLine” Core
User's Guide

((sureine™
(Sogetie

Information  Configuration  Administration  System

Status

Monday October 02 20:22:11 UTC 2017
CPU Idle: 85%

Active Configuration: showWeatherAndRadar.xml

Current Status: Degraded

Ethernet Port Status

1Pv4 Addr, 1IPV6 Addr o
etho 100 Mbps = 102.168.1.1 feB0::216:43ff:fe80:202
ethl 1 - 192.168.2.1

Data Source/Destination stats

Messages In [I——— More Details
Multicast In MULTICAST 0 o
Function stats

Name Type [—— Messages Out More Details
Multicast In MULTICASTIN 0 [
CAT 008 In CATO08_IN ) o
Radarldent RADAR_IDENT 0 o
Radar Display 1 RADAR_DISPLAY o 0 View
Radar Display 2 RADAR_DISPLAY 0 0 View
Radar Display 3 RADAR_DISPLAY 0 0
Radar Display 4 RADAR_DISPLAY o o View
ECGP Unframer ECGPCD 0 0
ASRS In ASRO_IN 0 0

Reset Counts to 0




SurelLine Core User's Guide

i
P
#

&
q
AN

SunrnLo

Mission-Critical Data Interoperability

SUN2353, Revision 2.1 * February 13, 2018
©2018 Sunhillo Corporation
444 Kelley Drive
West Berlin, NJ 08091-9210
www.sunhillo.com
Phone 856.767.7676 * Fax 856.767.9557



SURELINE CORE USER'S GUIDE

1. INTRODUCGTION......eiiieie e 1
1.1 OVEIVIEW ..ttt e ettt e e e ettt e e e e s e e e e e esnstaeeeeeennnnaeeaeesennnsnes 1

1.1.1  How this Manual is Organized ... sssssnens 1

1.2 Additional Product Information ............cccoeevieiieiiiiiieeececece e 2

2.  OPERATION AND MAINTENANCE ..., 3
2.1 Graphical USer INterface ...........ooooouveiiooeeeeeeeeeeeeeeee e 3

211 STArtiNG ThE QUL ettt st senaen 4

2.1.2  Logging into the GUIL........c.ovueiiereiieieieese ettt ensnees 5

2.1.3  THE MENU BT ...ttt 8

2.2 INfOrmMation IMENU........c.oiiiieiieiiecie et 9

2271 STATUS ettt 10

2.2.2 LOGS. ittt ettt ettt sttt bttt ettt ettt be bt s 16

2.2.3 DOWNIOAALOGS........ciieiiieieieieteee ettt b e bbbt st s e anans 17

224 DOWNIOAA MIB......oiieeeseeeeee ettt 18

2.2.5 RAAr DISPIAY ...ttt st s st nanes 19

2.2.6 Real-TimeDataDiSPlay ...ttt snans 23

2.3 Reboot/Restart/ShutdoWn ...........ccooiiiiiiiieiiie e 28

2.3.1 ReDOOING thE SYSTEM......oeiieicieireee ettt s s sss s s sansns 29

2.3.2 ReStarting the SYSTEM........coieereee ettt nses 29

2.3.3  Shutting DOWN (SGP ONIY).......oiieeieeeceeeeeeeeceeeeee ettt 30

2.4 About Option — Verifying System Information.............c..ccccooeeiieiiiieenennn. 31

3.  SYSTEM CONFIGURATION ...t 33
3.1 Network Config SCreEN ......ccuieiiieeiece e 34

3.1.1 Network Address ConfigUration............cccoeieeeereeiiinineenininiseeeseesesssssessse s sssesenens 36

3.1.2 Routing Configuration...........c.cooiueiiieiciieeieteecteeec ettt snans 37

3.1.3  DNS CONfIQUIATION.....c.cvivieeiieieieieiet ettt b sss s s e s e s e bbb aesanans 38

3.1.4 Hostname ConfigUration............coeueveeueeeeeeeeeceeeeeee et ss e snaes 39

315 GUI TIMEOUL.....ooieieeeieteteetetetete ettt s s s s s s s s s ssesens 39

3.1.6  IPV6 Client CONFIQUIATION..........cceiveviveiireiiteteeeteeee et sasans 40

3.1.7 NTP Client CONfIQUIAtION........cccoeieiiieiiieiieireetiesses s ssesssses s s ssss s s s s sas s sasenss 11

3.1.8 Syslog Forwarding Configuration..............c.cceeeeeeiriieeinisininiensesssissssssiessssssssssssssessens 42

4, FUNCTIONAL CONFIGURATION.......ootiiiiiieeieceeeeee e, 43
4.1 Configuration MENU...........ccouiiiiiiiiieee e 43

4.2  Configuration EI€mMEeNtS ..........cooviiiiiiiiiiieee e 44

A2T  DAA FIOW ...ttt ettt et 44

B.2.2 INOGE.....ceeieeeet et es s s st st s et eners 45



SURELINE CORE USER'S GUIDE

2.3 SIE/SENSON ...ttt sttt as sttt ettt sttt ee b n bbb n st enees 47

4.2.4 Data Flow Configuration RESTIFICHIONS..........ccccoiveviveveiieeeieieces et 48

4.3  Configuration FileS.......c.oooiiiiiiiieeee e 49
4.3.1 Getting Started — NeW VS. Edit........c.ovoieirirreeie ettt aaes 49

4.3.2 Managing Configuration Fil€S ...........ccoeveueiueieieieeeeeteeeeee et 53

4.3.3 Setting Active Configuration File............cceiuevrierireieiecee e 54

4.4  Create/Edit a Configuration File ........cccoooiviieiiiiiiiecie e, 56
441 Configuration GUI OVEIVIEW.........c.cuiueierieeieieiceseeeieieissessessesss st sss s sssssssssssssssssssnsnns 56

4.4.2 Saving Configuration FilES ..ottt 59

443 Create/Edit Data FIOW ..ottt 60

4.4.4 Data Flow Graphical EIEMENTS ..ottt 61

4.4.5 SensOr CONFIGUIATION.......c.cooiuiiieeeieie ettt bbbt snsssanses 74

4.4.6 Data FIOW Ul CONIOIS........ooiiieeieeiieieieiceseee ettt ensssassns 76

4.4.7 Edit System Configuration [TEMS........cceuieerieierieeeteseeeee s bbb snes 80

5.  USER AND RSA KEY ADMINISTRATION ......covviieiiiiieeeeeiee e 85
5.1 User Account Management ............oveeieeiiiiiiee et 86
5.1.T  USer ROIE PEIMISSIONS........cooiuriieririeieeciree sttt ettt ssses 87

5.1.2  AQA @ USET ..ottt 88

5.1.3  DIETE @ USEI ..ottt ettt 89

5714 Change SETHNGS ..ottt sttt nenaeaa 90

5.1.5 Change Password SEtHNGS.........ccocueueicieicteeetceeee ettt snaens 91

5.1.6 Changing Passwords and Security QUESTIONS...........ccceeeuevererereeeiieiereeee e 92

5.2  Creating and Downloading RSA KeysS........ccciiiiiiiiiiiiieeieeeeecee e 95
521 DOWNIOAd RSA PUDIIC KEY.......coiriieriieeirerreeietsiess sttt sasses 96

522 DOWNIOAA RSA PIIVAtE KEY......c.oououieeeeeceeeeceecteeeteete ettt anans 97

6. SPECIALFEATURES..... ... 99
6.1  Uploading Data.........cc.ooiiiiiiiiie e 99
6.2  Activating Licensed Functionality.............cccooiiiiiiiiniiieee e, 101
6.3  Flashing the Operating System........ccccooiiiiiiiiiie e 103
6.4  Managing ADS-B Receiver Modules in Longport...........ccccoveeeeiiieeeiieeens 104
6.5 Accessing the Sunhillo Terminal User Interface (STUI) ......cccevvevvenneneene. 106
6.5.1 Technical SUPPOrt OPLiON.........coouovieeeceeeeeeeee ettt 109

/. REDUNDANC Y ...t e 113
7.1 UNit REAUNAANCY .....ooouviiiiiieieecee ettt e 113
7.1.1  Unit RedundancCy SWItChOVET ..ot 116

7.2 Network Interface RedundancCy ..........c.ccooovioviiieiiieiieeeeeeeeeee e 116
7.2.T ReCEIVING LAN DAA.......o ettt en 117

7.2.2 Transmitting LAN DAta........c.ouviierieee ettt eeen 120

7.3 Preferred Primary Method ............cooooviiiiiiiieeee e 121
7.3. T UNIt REAUNCANCY ...t b e sss bbbt saes 121



SURELINE CORE USER'S GUIDE

10.

Al.

7.3.2 Network Interface RedundancCy...........c.coueuiueeiuericieiceeeeee e e 122
7.4  Radar REAUNAANCY ......cceoiiiiiiieeiiie e e e 122
7.5  Manual SWItChing .........oooiiiii e 123
USB FLASH DRIVEUSAGE ..ot 125
8.1 RICI USB Update Notification.............cccooooeiiiiiic e 125
8.1.1 RICI “Update In Progress” INiCation ..........cc.cooeeereeriririnienininisisiseesee s 125
8.1.2 RICI “Update Complete” INAICAtION...........ccoeveuivererrerrieeeieeeee e aennens 126
8.1.3 RICI USB “Checksum Error” INdiCation .............ccveueererereneeneeeeneneineeeee e 126
8.1.4 RICIUSB “Error” INAICAtION..........ccevirireieereeine sttt sssssens 127
8.2  Longport USB Update Notification .............ccccceeieiiiiiiiiiieeeeeee 127
8.2.1 Longport PCM “Update In Progress” Indication..............ccccceeeveieeeerneernneenenneennns 128
8.2.2 Longport PCM “Update Complete” INdiCation ............ccceeeueirreienerrsnnersesessennnns 128
8.2.3  Longport Error INAICAtION...........c.oveuirieeireeee ettt easees 128
8.3  SGP Update Notification ..........cc.cooooiiiieiiiiiee e 129
8.4  RICl and SGP Software Update .............cooveiioiiiiieeeeeeeeecee e 129
8.5  Longport Software Update..........ccoviiiiiioiiiicieeeeeeeeceeeee e 130
8.6  Load Configuration File..........cccuoiiiiiiii e 130
8.7 DowWnload LOG Fil€S.......ooooiiiiieieeee e 131
8.7.1 RICI and LONGPOrt LOG FilES......c.oveiieiieiieceeeie ettt sses s ssaesans 131
8.7.2 SGP LOG File ..ottt ettt 132
8.8 Install Software PIUG-iN..........cooviiiiiie e 132
SECURITY FEATURES.......coiieeee e 135
9.1 Services and Login OptioNS .........cocviiiiiiiiieiie e 135
0.1, SEIVICE CONTIOL....eeeee ettt st 136
0.1.2  LOGIN OPLIONS ...ttt ettt e 137
0.1.3  COmMPIEX PASSWOIS.......ccuoieeeieeiierireieirisieeseestees sttt ettt ss e sees 137
0.1.4  LOGIN BANNET ...ttt ettt s st snes 137
0.2  LoCK-dOWN SetiNgS......ccueiiiiieiiieeie e 137
SNMP SUPPORT ... 139
T0.T  SNMP Man@gement ........coooiiiiiiiieieeee e e e e 140
TOT.T V2 - COMIMUNITIES. ...ttt sttt se e 140
TO.T.2 V3= AQAUSER......coeece ettt bbbt et a e 141
T0.1.3 V3 - DEIELE USEN ...ttt st 142
T0.2  SNMP ODJECES ...uviiiiieeiiiee ettt et et e ae e veeeaneas 143
TO.3  SNMP TIPS ettt e e e e e e e e e e e e e aar e e e e eaaeeeeeas 145
10.4 SNMP Get/Set COMMANGS ......cocuiiiiiiiiiieiiee e 146
10.5 Common Remote Access and SNMP Usage ........cccooceeviieiiieniceeniieeee. 149
10.5.1 Recommended SNMP GELS ...t eanens 149
CONFIGURATION EXAMPLES (SERIAL PLATFORMS) .................... 151
A1.1 Example #1: LAN Input to Serial Output (Single Path) .............c.cecuee... 151



SURELINE CORE USER'S GUIDE

A2.
A3.
A4.
AS.

A1.2 Example #2: Multiple LAN input to Multiple Serial Output ....................... 155
A1.3 Example #3: LAN Input to Multiple Serial Outputs with Site Filtering...... 158
A1.4 Example #4: Multiple Serial Input to Single LAN output............cccveeenneee. 160
A1.5 Example #5: Serial Input to Multiple LAN Output with Data Conversion. 166
A1.6 Example #6: LAN Input to Multiple LAN Output...........cccooeeieiieecieeeee 169
SGP CONFIGURATION EXAMPLES ..., 172
MARGATE Il ADS-B CONFIGURATION........coeiiiiiieicee e, 176
ENABLING MSP API OPERATION........ccoiiiiieieeee e, 178
ACRONYMS . ... 180



SURELINE CORE USER'S GUIDE

FIQUre 2-T: STatUS SCIEEN ... coieeiie e e e e e eaaa e 6
FIQUIE 2-2: IMIENMU BT ... ..ot et e et e e et ee e e et e e eea e e e eaa e aeesnnaeees 8
Figure 2-3: Checksum Warning MeSSage..........coeeiiiiiiiiiiee e 9
Figure 2-4: StatUS HEAdEN..........oooiiiiieeeee e 10
Figure 2-5: Status Screen Stats Example without Serial Ports..............cooovviviiiiiiiiiinnnnn. 12
Figure 2-6: Status Screen Function Detail Example ... 13
Figure 2-7: Status SCreen StatS.........ouiiiiiiiiicee e 14
Figure 2-8: Status Screen Function Detail ..............cooooviiiiiiiiiii e 15
Figure 2-9: Event LOg EXamPle ......ooooiiiiiiie e 16
Figure 2-10: Radar Display EXample .........ooooviiiiiiiiiiiiiieeeeeeeeeee e 19
Figure 2-11: Multiple Radar Display OptionsS............coiieeeiiiiiiiiiiiiiiiiiiieee e 20
Figure 2-12: Four Radar Displays EXample............uuuuuiiiiiiiiieieeeeeeeeeeeeeeeeeeeeei 21
Figure 2-13: Filters and ZOOM Pane€l..............ovvuuiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeee 22
Figure 2-14: Navigation Scroll Bars when Zoomed..............coooiiiiiiiiiiiiiiiiiiiiiieeee e, 22
Figure 2-15: Radar Display Filter Options Dialog............cccooooiiiiiiiiiiiiiicceeeee e 23
Figure 2-16: Real-Time Data Display (N0 data) ..........ccceevviiieiiiiiieiieeciie e 25
Figure 2-17: Real-Time Data Display (with data)..............ccccooeviiiiiiiiiiiicceeee 26
Figure 3-1: Extended View of the Network Config Screen................cccooviiiiiiiiiiinnn. 35
Figure 3-2: Network Address Configuration Example...............ccccoooviiiiiiiiciiceceeeeeeen 36
Figure 3-3: Add VLAN Configuration WindOW..........cccoeeeeeiiiiiiiiiiiiiiieee e 36
Figure 3-4: Bond ETHO & ETHT BULtON......cooiiiiiiiiiiiee e 37
Figure 3-5: IP Address Aliases Configuration Window...................cooviviiiiiiiccccceeeeee. 37
Figure 3-6: Routing Configuration EXample.............cooiiiiiiiiiiiiiiiiiieeeeee e 38
Figure 3-7: DNS Configuration EXample..............uuuuuuiiiiiieieeeeeeieeieeeeeeeeeee 39
Figure 3-8: Hostname Configuration EXample..............coooooiiiiiiiiiiiiiiiiiiiieeee e 39
Figure 3-9: GUI TIMeoUt EXampPle .........coooiiiiiiiieee e 40
Figure 3-10: IPv6 Configuration Example.............cooiiiiiiiiiiiiiiiee e 40
Figure 3-11: NTP Client Configuration EXample ...............cccooeiiiiiiiiiiiiiiiiiieee e 41
Figure 3-12: Syslog Forwarding Configuration Example .............ccccccociiiiiiiiiiiiini, 42
Figure 4-1: Configuration MENU............coooiiiiiiiiiiiiiieeeeeee e 43
FIigure 4-2: Data FIOW......coooeiiiiiiiiii et 44
Figure 4-3: Data Flow that Branchesand Merges...............ccccoiiiiiiiiiiicccceeee e 45
Figure 4-4: Manage ConfigurationsS WindOW .........cccooeeieeieiiiiiiiiiiiiiiee e 54
Figure 4-5: Selecting a New Configuration File, “example2”..............ccccccoiiiiiiiiiiiiiin. 55
Figure 4-6: New Configuration File Selected Example ..............cccooiiiiiiiiiiciiiiieeeeeee 55
Figure 4-7: Pending Active and Active StatuSes ...........ooooiiiiiiiiiiiiiiiiiiiieeeeee e 56
Figure 4-8: Configuration SCreEN .............ovvviiiiiiceee e 57
Figure 4-9: Data Flow Graphical EIements..............uuuuiiiiiiiiieieeeeiiiiiieeeeeeeeeeenn 61
Figure 4-10: Node DetailS.........coooiiiiiiiiii e 62
Figure 4-11: 13 Bit Radar Out EXample .........oovvvmuiiiiiiiieee e 64
Figure 4-12: User Interface Elements EXample.............ooooiiiiiiiiiiiiiiiiiiiiiiieeeee e 64
Figure 4-13: Required Node TYpe EXamPple .......uuueeuieiiiiiieieeee e 68
Figure 4-14: Greyed Out Node Type TOOI TiP ...uuuuuuiiiiieeeeeeeeeeeeeeeee e 68
Figure 4-15: Node Info Window EXample ............uuuuueiiiiieeieeee e 69



SURELINE CORE USER'S GUIDE

Figure 4-16: Delete a FUNCHION OPLioN...........ovvviiiiiiiiiiciee e 70
Figure 4-17: Inactive Delete a FUNCtioN OPtioN ..........cooiiiiiiiiiiiiiiiiiiieeeee e 71
Figure 4-18: Branch the Path Option................uuvuiiiiiiiiiieeee e 71
Figure 4-19: Delete the Branch Option ..............ooiiiiiiiiiiiiii e 71
Figure 4-20: Unmerge OPTiON ......couveiiiii et e e e e e e e e e eaaa s 74
Figure 4-21: AnUnmerged BranCh...............oooiiiiiiiiiiiiiiiiieee e 74
Figure 4-22: Undo and Redo Buttons on Data Flow Configuration....................c.cccvvveeee. 77
Figure 4-23: Show Type Checkbox on Data Flow Configuration.......................ovvvvvvnnnn. 78
Figure 4-24: Show Name Checkbox on Data Flow Configuration ..................cccceecvvnni. 79
Figure 4-25: Zoom In and Zoom Out BUEONS ......uviiiiieeeeiie e 80
Figure 4-26: Sys Config and SNIMP BUTLONS ...........coiiiiiiiiiiiiiiiiiiieeeeee e 81
Figure 5-1: User Account Management Screen Example..........ccoooooiiiiiiieiieiiiiiiieeeeeen, 87
Figure 5-2: Invalid User Name or Password MeSSage...........ccooeoiiiiiiiiiiiiiiiiieeeeeeeeeens 94
Figure 9-1: Services and Login Security OptionS........cccoeveeeeeeeeeieiiiiiie 136
Figure 9-2: Suggested Services and Login Security Options ............cccccvieiieeeiiiiiinnnns 138
Figure 10-1: SNMP Management SCreeN ...........oeeeeeiiiiiiiieeeeeeicee e 140

vi



SURELINE CORE USER'S GUIDE

Table 2-1: System StAtUS .....uuiieiee e e e e e e e aeaaaaaeee 11
Table 4-1:1/0 Node Categories and DeSCriptionsS.............uuveieeieeieieeeeeiiiiieeeeeeeeia 45
Table 4-2: Function Nodes and DescCriptions..............cooouuiiiieeiiiiiiiieeeeeeeeeee e, 46
Table 4-3: Sample Configuration Files and Description ...........cccceeeeeeieeeeeeiieiiiiiiiiiiiii, 50
Table 4-4: Node [con DeSCrPLIONS. ........uuuiieiiieecee e 63
Table 4-5: Data Recording Control Parameters.............oooeeeeeiiiiiiiiiee e, 83
Table 5-1: User ROIE PErMISSIONS......cccoeeiiiiiiiieeeceeeeeee e 88
Table 7-1: Unit Redundancy Configuration Parameters ...........cccccoeeeeeeeeeiecinnniniiinee, 114
Table 7-2: Configuration Parameters for ECGP Unframer Network Redundancy.......... 118
Table 7-3: Configuration Parameters for Three Modes of Network Redundancy ......... 118
Table 7-4: Configuration Parameters for Configuring Network Redundancy................ 120
Table 7-5: Configuration Parameters for Radar Redundancy ...............ccccccevvvvvvnnennen. 122
Table 8-1: Useful RICI, Longport, and Ventnor Log Files and Locations....................... 131
Table 8-2: Useful SGP Log Files and Locations.............cccuuviiiiiiiiiiiiiiiieie 132
Table 10-1: Objects Groups Available in SGP MIB Summary................ccceoeeeiiiiiniennnnn. 143
Table 10-2: SNMP Traps Issued by System Summary...........cccccceeeeeeiiiiiiiiniiiieeee, 145
Table 10-3: Available SNMP Commands SUMMAry............ccceeeeeeeeeeeeeeeeeeeeieeeeeeeeeeeinn, 146

vii



SURELINE CORE USER'S GUIDE

This page is intentionally left blank.

viii



SURELINE CORE USER'S GUIDE

1. INTRODUCTION

Inthis Section, you gaina generalunderstandingofithe purpose and organizationof this
manual.

This user’'s manual provides details on the operations of Sunhillo’s SureLine® Core software.
Hardwarethatmakes use of SureLine Coreincludes the Real-Time Interface and Conversion (RICI),
Longport,Ventnor, Margate Il ADS-B, and Surveillance Gateway Processor (SGP) products. This
SureLine Core software manualis intendedas a companionto theindividual hardware manuals for

the respective products.

1.1 Overview

The RICI, Longport, Ventnor, Margate Il ADS-B, and SGP products share a common software
platform, SureLine Core, with each providing different hardware interfaces.

1.1.1 How this Manual is Organized

Section 1 Introduction — Provides a brief overview of therelevant software operationsand
devices, supportinformation, and the contents of this user's manual.

Section2 Operation and Maintenance — Provides a description and instruction for using
common features for operating and maintaining thedevice. These features
include starting and logging in to the Graphical User Interface (GUI), status
display, using the radar display, viewing and gathering log files, and
rebooting/restarting.

Section3 System Configuration — Providesthe details for configuring the system network
settings and other system-wideitems.

Section4 Functional Configuration — Provides a description of the configuration GUl and
details and instructions for creating and maintaining configuration files.




SURELINE CORE USER'S GUIDE

Section5

Section 6

Section?7

Section 8

Section9

Section10

Appendices

User and RSA Key Administration — Providesinformation for creatingand
managing user accountson the GUI, as well as configuring RSA keys.

Special Features — Provides a description and instructions for using special, i.e.,
not commonly used, features of the GUI, as well as providesinformation onthe
Sunhillo Terminal User Interface (STUI).

Redundancy - Provides details on the function of redundancy and network
interfaceredundancy on a device.

USB Flash Drive Usage - Provides detailed information regarding the USB flash
drive andits uses.

Security Features — Describes the security features available for thedevice.
SNMP Support — Describes the Management Information Base (MIB) objects
and the Simple Network Management Protocol (SNMP) traps and get/set

commands used for accessing these objects.

Supplementalinformation to support the contents of this document.

1.2 Additional Product Information

For additionalinformationon thisor any of Sunhillo’s other products, contact Sunhillo Corporationat:

856.767.7676 (TollFree:844.977.7676)
QJ Phone: Sales (phone option, press 1)

Technical Support (phone option, press 2)

Fax: 856.767.9557 (ATTN: Marketing)

Web: www.sunhillo.com

SupportWebsite:  support.sunhillo.com

X| @& @&| b

Email: sales@sunhillo.com

Sunbhillo Corporation
@ Mail: ATTN: Markejting
' 444 Kelley Drive
West Berlin, NJ 08091-9210USA




SURELINE CORE USER'S GUIDE

2. OPERATION AND MAINTENANCE

Inthis section, you gain an understandingofthe SurelLine Core software’s gperationand
maintenarice

Using an Ethernetcable fora direct LAN connection, the SureLine Core Graphical User Interface (GUI)
can bestarted overan HTTPS Web browser session. The Ethernet Switch Module (ESM) in the RICI
andtheEthernetportsin the SGP supportauto crossover,meaning a crossover cable is not required
for direct connection to these devices. The GUI screens are compliant with most modern Web
browsers thathave JavaScript enabled and accept cookies,howeverthe system has been tested to
run on Windows 7 or higher systems with Microsoft Internet Explorer (v11 or higher) and Firefox.

2.1 Graphical User Interface

Working with the GUI is described in the subsections that follow.
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2.1.1 Starting the GUI

Thethree subsections thatfollow describe starting the GUI forthe RICI, Longport, Ventnor,Margate Il
ADS-B, and SGP, respectively.

2.1.1.1 Starting the Configuration Interface
To invoke the device’s configuration interface, perform the following:

1. Foradirect connectiontothe device, configure the network settings on the computer to use
a static IP address. For the SGP, configure the computer to use the same subnet.

N

Forallbutthe SGP, configurethe IP, Netmask,and Gateway addresses on the computer with
the correct settingsto communicate with the device either through a direct connection or
over a network.

w

Plug oneend of the Ethernet patch cable into the computer on which the Web browser is
installed.

e

Plug the otherend of the cableinto the RJ45 portlabeled Eth0 (or Ethernet 1 for SGP) on the
chassis.

@

Launch the Web browser and enter the following address:
https:// Device IP address/

Device IP addressis the IP address assigned to the device’s Ethernet port.
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Thefollowingisan example of the network settings for a computer to be connected directly to a
Longport with a PCM IP Address of 192.168.1.1:

M Switch to use a Static IP address
B IP address: 192.168.1.10
B Netmask Address: 255.255.255.0

B Gateway Address: 192.168.1.190

2.1.2 Logginginto the GUI

Upon launching the GUI, the Statusscreenis displayed, similarto the example shown in Figure 2-1:
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t((;"S‘urel.me"‘ RiEl

Sumsiiio Information ~ Configuration ~ Administration ~ System Logged Out

Status

Monday September 25 16:04:05 UTC 2017

CPU Idle: 84%
Active Configuration: showWeatherAndRadar xml|

Current Status: Degraded

Ethernet Port Status
Port Name Speed Duplex IPv4 Addr, 1Pv6 Addr g
etho 100 Mbps = 192.168.1.1 fe80::216:43ff:fe80:a02
ethi 1 - 192.168.2.1

Data Source/Destination stats

Name Type Messages In Messages Out More Details
Multicast In MULTICAST 0 a
Function stats

Name Type Messages In Messages Out More Details
Multicast In MULTICASTIN 0 0
CAT 008 In CATO08_IN 0 0
Radarldent RADAR_IDENT 0 0
Radar Display 1 RADAR_DISPLAY 0 0
Radar Display 2 RADAR_DISPLAY 0 1]
Radar Display 3 RADAR_DISPLAY 0 0
Radar Display 4 RADAR_DISPLAY 0 0
ECGP Unframer ECGPCD 0 0
ASRQ In ASRO_IN 0 0

Reset Counts to 0

Figure 2-1: Status Screen

To log into the Configuration interface, follow these steps:
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1. Select Log In under the Systemmenu in the upper right of the Status screen.

hdministration

tatus

er 25 16:05:5
Jldle: 84%

show\Weathe

About
status: Degrad

Log In
et Port Status

2. The Log Inwindows appears.

B

User D |

Password |

B Login || View Statu

3. Enter the User ID and Password. The case-sensitive default values are:

User ID: Admin

Password: Sunhillo

4. Click the Log In button.
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By default, a session for a logged in user is active for 20 minutes. If no activity is detected for a
particular user, or the browser window closes without logging out the user, the session will be
terminatedafter 20minutes. This time limit can be modified by changing the GUI Timeout option
using the Network Config option under the Administration menu (refer to Section 3.1.5).

2.1.3 The Menu Bar

The Menu Bar (Figure 2-2) runs alongthetop partof the GUI;to theright,is the log in status, and, to
the left, are the four top-level menus: /nformation, Configuration, Administration, and System.

RICI
Information Configuration Administration System Logged Out

Figure 2-2: Menu Bar

Mousing overany of the top-evel menus displays their respective dropdown menus, which provide
operations/information associated with the selected item.

The menu options available are specific to the device SureLine is running on.
Certain options shown will only appear if it is supported by the device.

The menu options are summarized as follows:

B Information—Provides graphical representationsof the operational aspects of the deviceand
also provides access to internal data logs. Refer to Section 2.2 for more information.

B Configuration—Provides access to the XML-based system configuration files. Refer to
Section 3 for more information.

B Administration—Allows you to configure the network, security, SNMP, license, and RSA
features andoptions. Referto sections 3, 5,9, and 10 formore information of the respective
Administration features.

B System—Allows youto perform system/software restarts, manage user accountinformation,
upload files/software updates, and add features to the system through the use of licensed
software. Refer to Section 6 for more information.

In the event that a checksum error occurs during the software installation process, the warning
message shown in Figure 2-3 is displayeddirectly below the Menu Bar. If this occurs, reinstall the
software. If this error persists, contact Sunhillo for technical assistance (see Section 1.2).
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Warning:
An installation checksum error occurred. Please reinstall the software.
If this error persists, please contact Sunhillo Corporation.

Figure 2-3: Checksum Warning Message

2.2 Information Menu

The /nformation menu includes the following sub-items:

Information

Status

Logs
Download Logs
Download MIB
Radar Display

Real-Time Data
Display

‘."l_u‘ﬁﬁﬁ I!

The Status, Logs, Download Logs, Download MIB, Radar Display, and Real-Time Data Display
Information menu items are described in the subsections that follow.
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2.2.1 Status

The Statusscreen (see Figure 2-1)is displayed upon system startup or whenthe /nformation, Status

menu option is selected.
I Information H&

Status 1

Logs
Download Logs
Download MIB
Radar Display

Real-Time Data
Display

l_"l_l‘ﬁﬁ‘ﬁ [ ] !

The Statusscreendisplays real-time|/0 statistics forthe configured ports, data source destination
statistics for configured device nodes, and function statistics for configured data flow and
conversion functions.

The port statistics include the number of messages receivedandtransmitted for each of the ports.
The data source/destination statistics consist of the I/0 data counts for device nodes and the
function statistics arethemessage I/0 counts for functions and sites utilized in the I/0 message
data flow.

Thecurrent device dateandtime, CPUactivity, the active configuration filename, and current device
system status are provided at the top of the device Status screen (Figure 2-4):

Status

Curment data and ime Monday September 25 20:40:40 UTC 2017
CPU activity CPU Idle: 84%
Ml_ Active Configuration: showWeatherAndRadar xml
Current system status Current Status: Degraded

Figure 2-4: Status Header

10
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Table 2-1 describes the three status states found under Current Status.

Table 2-1: System Status

Status Description
Active Indicates the device configuration hasno errors and the Ethernet ports used
in the configuration have connectivity with the LAN.
Degraded Indicates an Ethernet connection (used in the configuration) isdown/does not
haveconnection tothe LAN.
Failure Indicates an error was found in the active configuration file. This usually

indicates the active configuration requires alicense (Tier 1 or 2) thathasnot
been installed.

2.2.1.1 Status Screen

The Statusscreendisplays port statistics under Ethernet Port Status and, if available, Serial Port
stats; physical layer statistics under Data Source/Destination stats; and function statistics under
Functionstats (Figure 2-5). Theinformationdisplayed on the Status screen is dependent upon the
active configuration on the device.

Hovering the mouse pointer on a port name row under Ethernet Port Status reveals
Tooltip info that provides additional detail. Tooltip info is also available within other
areas of the GUL.

11
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Ethernet Port Status

Port Name Speed Duplex IPv4 Addr, IPv6 Addr,
etho 100 Mbps = 192.168.83.203 feB80::230:48ff:fe08:ds6fc
eth1 ! il 192.168.2.100

Data Source/Destination stats

Name Type Messages In Messages Out More Details
MULTICAST_IN MULTICAST 0 0
MULTICAST_OUT MULTICAST 0 0
Function stats

Name Type Messages In Messages Out More Details
MULTICAST_IN MULTICASTIN 0 0
ECGPCD ECGPCD 0 0
CAT 34 and 48 Out CAT_34_AND_48_OUT 0 0
MULTICAST_OUT MULTICASTOUT 0 0

Figure 2-5: Status Screen Stats Example without Serial Ports

Pressing the View buttonin the Function stats sectionmayinvoke the graphical radar display or Real
Time Data Display associatedwith whateverdatais input in the Display node. Pressing the Details
command button in any of the status Sections displays a related detailed status screen. A sample
detailed status screen for CAT 008 In in the Function stats Section is shown in Figure 2-6.

12
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Status
Name Type Messages In Messages Qut
CAT 008 In CATOOS_IN 1] 0

Message counts
Category 008 Messages 0
Other Messages 0

Cat 008 Errors 0

Message Type Counts
SOP Messages
EOP Messages
Polar vector Messages

Cartesian vector of start
point/ length Messages

Contour record Messages

Cartesian start point and
end point vector Messages

Unkown Messages

| Return to General Status |

o o o o o oo

Reset Counts to 0

Figure 2-6: Status Screen Function Detail Example

Pressing the Reset Counts to 0 command button on the main Status screen resets all nodes
statistics countersto zero. Pressing the Reset Countsto 0 command button on the detailed screen
resetsthatnode’s statistics counters to zero. Realtime updates will immediately resume. To return
to the main Status screen, click the Return to General Status command button.

An exampleof a Statusscreenthat displays port statistics under Serial Port stats; physical layer
statistics under Data Source/Destination stats; and function statistics under Function stats is shown
in Figure 2-7.

13
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Serial Port stats

P meme e e S e EnofmooED o me
1 11-1 RADAROUT @ o 25542 o ] o
z 121 RADAROUT  © o 25542 g ] o
£} 131 RADAROUT @ o 25542 o ] o
Data Source/Destination stats
Name Type Messages In Messages Dut More Details
RDPS Multicast In MULTICAST 562647
FAA Faed Multicast Dut MULTICAST o 588506
Function stats
Name Type Messages In Messages Out More Details
RDPS Multicast In MULTICASTIN 362647 5626847
AERE Asterix 34-d3 In CAT_34_AND_4B_IN 552647 405073
ASRS Drog Status GENERIC_FILTER 12533581 12523581
&SRS Msg generatar GENERATE_PARROT 13523581 13532387
ASRS Ident RADIAR_TDENT 12532387 12532387
ASRS Radar Display RADAR_DISPLAY 12532387 12532387 =
ASRS Out ASRE_ouT 17532387 825542
1i-sits SITEOUT 225542 825542
12-site SITEOUT 225542 825542
13-site SITEOUT 225542 825542
ASRS Asterix 8 In CATODA_IH 362647 12116516
FAL Feed Asterix 34 48 In CAT_34_&ND_4B_IN 552847 205073
FAM Feed Msg Genersbor GEMERATE_PARROT 403073 431332
FAA Faed Drop All But RTOCs GEMERIC_FILTER 431332 25258
FAA Asterix 34 48 Out CAT_34_AND_48_OUT 28258 25258
FAA 2 byte Asterix Header FAA_ASTERTN_HEADER 55506 588505
FAA Faed Multicast Dut MULTICASTOUT SEES06 58505
FAA Faed CAT § 34 48 Pass Thru RADAR_TDENT 352647 562847

Resat Counits to 0

Figure 2-7: Status Screen Stats

The Err7 Count Err2 Count and Err3 Countinformation underthe Serial Port stats Section reports the
number of times an error has occurred particular to the serial port.

Erri Countindicatesa loss of clock, £rr2 Countindicates a dataoverrun, and £rr3 Countindicates a
parity errorforradardatareceive type ports and a checksum errorfor synchronous serial and High-
level Data Link Communications (HDLC) port types.

The Statusfield underthe Serial Port stats Section is a hexadecimal representation of the port status
bits. Pressing the View buttonin the Function stats section mayinvoke the graphical radar display or
Real Time Data Display associated with whatever data is input in the Display node. Pressing the
Details command buttonin any of the status Sections displays a related detailed status screen. A
sample detailed status screen when selecting ASR Asterix 34-48 In (CAT_34_AND_48_IN) in the
Function stats Section is shown in Figure 2-8.

14
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Name Type Messages In Messages Out
ASRS Asterix 34-48 In CAT_34_AND_48_IN 3730 2704
Message counts

Category 034 Messages 1996
Category 048 Messages 708

Data Errors
Cat 034 Errors ]
Cat 048 Errors ]

Radar target counts
Tracks
PSR Tracks
S8R Tracks
SSR Only Tracks
S8R Combined Tracks
Plots
PSR Flots
SSR Plots 708
S5SR Only Plots 708
5SR Combined Plots 0

coocoooo

Strobes 0
MName Type Messages In Messages Out
FAA Feed Asterix 34 £8 In CAT_34_AND_48_IN 3720 2704

Message counts
Category 034 Messages 1995
Category 048 Messages 708

Data Errors
Cat 034 Errors 0
Cat 048 Errors 0

Radar target counts
Tracks
PSR Tracks
S5R Tracks
35R Only Tracks
55R Combined Tracks
Flotz
PSR Plots
SSR Plots 708
S5SR Only Plots 708
55R Combined Plots 0

coocoooo

Strobes ]

Return to Ganersl Status
Reset Counts o 0

Figure 2-8: Status Screen Function Detail

Pressing the Reset Counts to 0 command button on the main Status screen resets all nodes
statistics countersto zero. Pressing the Reset Countsto 0 command button on the detailed screen
resetsthatnode’s statistics counters to zero. Realtime updates will immediately resume. To return
to the main Status screen, click the Return to General Status command button.
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2.2.2 Logs

Selecting Logsunderthe /nformationmenu option displays the contents of the system’s event log.

Information
Status
» Logs
1a
Download Logs
Download MIB
fi

Radar Display

Real-Time Data
Display

SaTaTaTa

The most recent event is listed at the top of the Event Log, as shown in the Figure 2-9 example.

Event Log

Filters: [DCG

NI ~|

09/22 14:51:21 Info DCG:
09/22 14:51:22 Info DCG:
09/22 14:51:23 Info DCG:
09/22 14:51:23 Info DCG:
09/22 14:51:23 Info DCG:
09/22 14:51:23 Info DCG:
09/22 14:51:23 Info DCG:
09/22 14:51:23 Info DCG:

2000

09/22 14:51:23 Info DCG
2001

09/22 14:51:23 Info DCG:

09/22 14:51:23 Info DCG

2802

09/22 14:51:23 Info DCG
2803

09/22 14:51:23 Info DCG:

2804

09/22 14:51:23 Info DCG:

2805

09/22 14:51:23 Info DCG:

09/22 14:51:23 Info DCG

ANINT 440044 1nfn

. CDcgObjManager.cpp:.2502 create a node object,

- CDcgObjManager cpp:2502 create a node object,
09/22 14:51:23 Info DCG:
09/22 14:57:15 Info DCG:
09/25 16:44:47 Info DCG:
09/25 16:44:50 Info DCG:
09/25 20:17.46 Info DCG:
09/25 20:17.48 Info DCG:
09/25 20:39:20 Info DCG:
09/25 20:40:16 Info DCG:
09/25 20:40:32 Info DCG:
09/25 20:45:04 Info DCG:
09/26 16:40:21 Info DCG:

noo.

Error Log Data File initialized

CDcgObjManager cpp:3210 no port device is defined in configuration file

CDcgObjManager.cpp:2502 create a node object, obj name Multicast In |, obj type MULTICAST, obj Id 1000
CMultiCast cpp:453 MULTICAST_NIC (PRIMARY) is configured to use eth0 for Multicast In

CMultiCast cpp:475 eth0 IP address is 192 168.1 1

CMultiCast.cpp:547 REDUNDANT_MULTICAST_NIC is configured fo use eth1 for Multicast In
CMultiCast.cpp:569 eth1 IP address is 192.168.2.1

CMultiCast cpp:962 Multicast In (PRIMARY) is configured to be able to receive multicast address 239.1 1.1, port

- CMultiCast cpp:962 Multicast In (REDUNDANT) is configured to be able to receive multicast address 239.1.1.1, port

CDcgObjManager.cpp:2531 create a phy object, obj name Multicast In , obj type MULTICAST, obj Id 4001

- CDcgObjManager cpp:2502 create a node object, obj name CAT 008 In, obj type CAT008_IN, obj Id 2000
09/22 14:51:23 Info DCG:
09/22 14:51:23 Info DCG:

CDcgObjManager.cpp:2502 create a node object,
CDcgObjManager.cpp:2502 create a node object,

ob] name Radarldent, obj type RADAR_IDENT, obj Id 2001
obj] name Radar Display 1, obj type RADAR_DISPLAY, obj Id

obj name Radar Display 2, obj type RADAR_DISPLAY, obj Id

CDcgObjManager cpp:2502 create a node object, obj name Radar Display 3, obj type RADAR_DISPLAY, obj Id

CDcgObjManager.cpp:2502 create a node object, obj name Radar Display 4, obj type RADAR_DISPLAY, obj Id

CDcgObjManager.cpp:2502 create a node object, obj name ECGP Unframer, obj type ECGPCD, obj Id 2806
ob] name ASRSY In, obj type ASRY_IN, obj Id 2007
DCGCore cpp:516 dcg is started

User Admin (Admin) login success

User Admin (Admin) login failed

User Admin (Admin) login success

User Admin (Admin) login failed

User Admin (Admin) login success

User Admin (Admin) login success

User Admin (Admin) logout successful

User Admin (Admin) login success

User Admin (Admin) login success

User Admin (Admin) login success

Figure 2-9: Event Log Example
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Thedropdownlists under the Filters heading allow you to select the log message source (left most
dropdown) and the error type (right mostdropdown) that you want to display. The source options
include: All logs, DCG (RICI application log), rsyslogd, kernel, snmpd, xinetd, crond, ntpd, logger,
mpsmib, and CROND.

If an error occurs during operation of the device that cannotimmediately be diagnosed, the event log
should be consulted to locate any internal error conditions.

The event log screen does not update or refresh automatically. In order to view the latest
error/warmninginformation, the Web page must be manually refreshed using the refresh button or
command on the Web browser.

To exit the Event Log screen, select a different menu option from the GUI Menu Bar.

2.2.3 Download Logs

The device maintains system log files and configuration files that can be helpful should an
unexpected error occur. These files are downloaded tothelocal workstation by selecting Download

Logs from the /nformation menu.
I Information HE

Status

Logs

& Download Logs
Download MIB
Radar Display
Real-Time Data
Display
m—.ﬂ

During download, the Download Logs dialog appears, thena dialogoptionto openor savethelog file.

'(( Download Logs

Click if the open/save dialog
If the download has not started, try this link download log data fails to start oris
accidentally dismissed

After the file is accessed,

0 click here to return to the

previous screen

17
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The device’s log files are stored in the file, * file.tar, whose contents can be extracted with any
compatible archive extraction software, e.g., 7-Zjp or WinZjp, and where *represents rici/(RICI or
Longport), or dcp (SGP), depending upon respective device type.

2.2.4 Download MIB

The SNMP MIB can bedownloaded so thatthefileis available for SNMP management tools. These
files are downloaded to the local workstation by selecting the Download MIB option from the

Information menu.
I Information HE

Status
Logs

Download Logs

Download MIB S
=
Radar Display

Real-Time Data
Display

"ﬁ‘l’-]'-jﬁ_ln

During download, the Download MIB dialog appears, thena dialogoptionto openor save the mib file.

T pownioad mis

Click if the open/save dialog Fquested file. If the download has not started. try this link

fails to start oris ; £ download mib.
accidentallv dismissed

After the file is accessed,

Cluse; 4 | click here to return to the
previous screen

18
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2.2.5 Radar Display

The Radar Display option is used to provide a graphical image of radar and weather data (if
available). Theradar screen (see Figure 2-1) is displayed when the View button for a specific radar
display is selected or when the /nformation, Radar Display menu option is selected.

I Information ll" !H

Status
Logs
Download Logs

Download MIB

e Radar Display

Real-Time Data
Display

*-m?m_l!

Theinformation on this screenis assignedvia the Radar Disp/ayutility function. Figure 2-10 shows
an example of an unfiltered, single radar display with weather.

. Radar Display 1

Figure 2-10: Radar Display Example

19
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When multipleradar sites are available, additional button options forone, two, and four displays are
shown, like in Figure 2-11.

| One Display || Twao Displays || Four Displays |

| Radar Display 4 || Radar Display 3 || Radar Display 2 || Radar Display 1

Radar Display 1

5

Figure 2-11: Multiple Radar Display Options

The Radar Display uses symbology similar to the FAA Enroute systems. Searchand Primary plots are
displayed usingthe plussymbol (+). Beacon plots are displayed using a forward slash symbol (/),
denotingthelocationfollowedby the Beacon code. Belowthe beacon code is the altitude indicator,
whichis measuredin hundredsof feet. For example, Beacon code 1301 with an altitude of 56500
feet is displayed as:

/1301

565

20
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Tracks are displayed using a back slash (\), denoting the location followed by the beacon code.
Below thebeacon codeis thealtitude indicator. The thirdline of thetrackdisplay is thetracknumber,
X Velocity, Y Velocity.

An example of Four Displays selected is shown in Figure 2-12.

| One Display H Two Displays || Four Displays |

| Radar Display 4 H Radar Display 3 || Radar Display 2 || Radar Display 1 | | Radar Display 4 || Radar Display 3 H Radar Display 2 || Radar Display 1

Radar Display 4 Radar Display 3 A

| Radar Display 4 || Radar Display 3 || Radar Display 2 || Radar Display 1 | | Radar Display 4 || Radar Display 3 H Radar Display 2 || Radar Display 1

Radar Display 1 ~
[1]

Figure 2-12: Four Radar Displays Example

To change the site being displayed on a radar screen, click the associated site button, like in the
example that follows:

| Radar Display 4 || Radar Display 3 || Radar Display 2 || Radar Display 1 |

21
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Locatedinthe upper left corner of the active radar display is the Filters and Zoom panel (Figure
2-13), which consists of a zoom slider thatcanzoomup to five times the base resolution, a Filters
button, and a full screen button (only available for browsers that support HTML5):

Hide/Show Filters
and Zoom panel

Slide up to
increase zoom

Make radar level

display full screen

Figure 2-13: Filters and Zoom Panel

When zoomed greater than 1X, scroll bars appear at the bottom and right of the radar display to
facilitate navigation, as shown in Figure 2-14:

Scroll bar

Scroll bar

Figure 2-14: Navigation Scroll Bars when Zoomed

Clicking the Filters button displays a dialog box, shown in Figure 2-15.

22
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Filter out all search targets L]
Filter out all beacon targets O
Display only these beacon codes |

Highlight duplicate beacon targets [ |
Highlight duplicate search targets O

Track Display

Leader Length
Leader Direction

Vector Length
Show Speed ]

Figure 2-15: Radar Display Filter Options Dialog

Thetop two checkboxes in the Filter Options dialog box are used to filter out search and beacon
targets,respectively, fromthe output radar display data. The Display only these beacon codes text
entry box is used to enter one or more beacon codes that is shown on the radar output display.
Multiple beaconcodes must be separated by a space character. If used, only the entered beacon
codeswillappearon theradardisplay. Thetwo checkboxes that follow cause duplicate beacon or
search targets, respectively, to be highlighted in red on the output radar display.

Theremaining options areunder 7rackDisp/ay. These options include LeaderLength (0 — 5), Leader
Direction (any cardinal or ordinal direction), Vector Length (0 - 5), and a checkbox for Show Speed.

To close the Filter Options dialog box, click the X button in the upper right corner of the box.

2.2.6 Real-TimeData Display

The Real-Time Data Displayoption allows the user to view generic message payloads in real-time
when converting fromoneradar format to another. This utility must be configured in-between an
input nodeand anoutputnodein the configuration dataflow. The generic payload can be viewed in
four ways on the GUI: Data, Text, Data+Text, and Generic Fields. The queue length, or maximum
number of messages displayed on the GUI before filtering, is configurable from 1 to 1200.
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The Real-Time DataDisplay screen (Figure 2-16)is displayed whenthe /nformation, Real-Time Data

Display menu option is selected.
| Information HE

Status

Logs

[ S I N RC |

Download Logs
Download MIB

Radar Display

Real-Time Data
Display

Withoutlive datafroma node or nodes, the default screen allows for the filtering of options, butthere
is no filtered data displayed under Messages.
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Real-Time Data Display

Filters
Dizsplay Typa Data Format Data Langth
® pata U Text U pata+Text U Generic Fields ® ascrr U escoic Ui1e Uzz Uss ®Wrull
Message Type
B an Search Sector Mark Parrot UAT
Beacon Weather ADSE Target MFI
BRTQC Status TISE A Target ASP
Beacon Strobe Site ID TISE B Target Mode S Rall Call
Beacon Sector Mark AIMS Mode 4 Req Military Map
Search crc South Xing Securs IFF
SRTQC North Xing Grnd Track Unknown
Search Strobe Parrot 1050 Air Track
Enable Range Filtering Range Min Rangs Max
O ensble 0 255.875
Enable Azimuth Filtering Azimuth Min Azimuth Max
[Jenable 0 4095
Enable Altitude Filtering Altitude Min Altitude Max
[ Enable -204700 204700
Enable 3D Radar Height Filtering 3D Radar Height Min 30 Radar Height Max
D enable 0 102000
Enable Latitude Filtering Latitude Min Latitude Max
O enable -90 90
Enable Longitude Filtering Longitude Min Longitude Max
[Jenable -180 180
Enable Run Length Filtering Run Length Min Run Length Max
[ Enable 0 127
Mode 2 A Made 2/A A
0
Mode 2 B Made 3/A B
Enable Mode 2 Filtering 0 Enable Mode 3/A Filtering 0
D enable Mode 2 C [ enable Made 3/A C
0 0
Mode 2 D Made 3/A D
0 0
Enable Mode 4 Filtering Mode & Enzble FAA Bit Filtering )
Cenable 0 [ enable Faa B
Enable Air Force Bit Filtering Enable Radar Reinforced Bit Filtering
WEoon Air Force Bit [ Radar Reinforcad Bit
Hode Name Expart to File Pause/Resume Save Filters
Export Pause Save
Messages

No node selected or no nodes available

Figure 2-16: Real-Time Data Display (no data)

When anodeornodes are present, filtered data is displayed under Messages, like in the example
shown in Figure 2-17.
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e T —

[lenable -180 180
Enable Run Length Filtering Run Length Min Run Length Max
Cenable 0 127
Mode 2 A Mode 3/A A
0 ]
Mode 2 B Mode 3/A B
Enable Mode 2 Filtering 0 Enable Mode 3/A Filtering 0
Cenable Mode 2 C Clenable Mode 3/A C
0 0
Mode 2 D Made 3/4 D
0 ]
Enable Mode 4 Filtering Mode 4 Enable FAA Bit Filtering .
Cenable 0 Cenable Fas Bit
Enable Air Force Bit Filtering . Enable Radar Reinforced Bit Filtering .
[enable Air Force Bit enable Radar Reinforced Bit
Node Name Export to File Pause/Resume Save Filters
Messages
Timestamp Msg Type Range Azimuth Altitude 3D Height Latitude Longitude Runlength Mode2 Mode3/A Mode4 FAA AF Reinforced
05/27 15:30:54 ADSB Target 33975 35550 40.1695 -76.1301 1171
+8% ms ADSE Target 37000 38750 40,5533  -77.7341
+109 ms ADSB Target 18825 19725 35.7706  -75.0426
+12% ms ADSB Target 18650 19575 40.1852  -74.8804 3334
+149 ms ADSB Target 40000 39975 40.729% -76.6712
+17%¢ ms ADSB Target 23100 24200 40.154%  -75.2017 1574
+218 ms ADSB Target 11000 11475 40.045 -75.5754
+259 ms ADSB Target 45000 46625 35.247 -77.1166
+388 ms ADSB Target 4300 4675 39.8063 -74.962
+418 ms ADSE Target 19325 20325 40,2505 -75.2946
+43% ms ADSB Target 36000 37850 39.3455 -75.035
+44% ms ADSB Target 25450 26775 39.3054  -75.1187 1720
+459 ms ADSB Target 37000 38750 40.5525 -77.7336
+50% ms ADSB Target 34000 35600 35.3564  -76.5067 3067
+57% ms ADSB Target 8850 9425 39,3436  -74.9888
+609 ms ADSB Target 36525 38300 38.859 -76.4891 5653
+609% ms ADSB Target 18675 15600 40.1851  -74.8816 3334
+618 ms ADSE Target 32975 34750 38,5083 -76.2089
+638 ms ADSB Target 11025 11475 40.0456  -75.5754
+70% ms ADSB Target 22975 24125 41.1524  -75.3249
+859 ms ADSB Target 43000 44575 38.8962 -74.6337 3061
1018 me ARER Tarnat 24900 28978 207393 _74 A01a Anaz

Figure 2-17: Real-Time Data Display (with data)

The last row of options is related to filtering settings and contains the following:

Node Name Export to File Pause/Resume Save Filters

B Node Name—Selectthe active datasource. When one or more Real-Time Data Display nodes
are present in the active configuration, the list will show the names of these nodes.
Otherwise, this field will be empty and no data will display in the Messages area.

M ExporttoFile—Savethe current datatable shown under Messages as rtddData.csv (or any
other file name specified) to a drive location of your choosing.

B Pause/Resume—Pauseor resumetheflow of datafromthecurrently selected Node Name.
M Save Filters—Save the current filter settings configuration directly to the device for the

currently loggedin user. These saved settings will become the new default settings for all
future visits to this page for the current user until new filter settings are saved.
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Any changes to the filter settings take immediate effect on the active Node Name. While most
settings filter specific generic datafields, the firstrow of settings modify how the data is represented:

Filters
Display Type Data Format Data Length
(Upata (U Text (U Data+Text ® Generic Fields ® ascit () EBcDIC 1s U32 Usa ®Full

B Display Type—The options are Data, Text, Data+Text, and Generic Fields.
= Data: Display the message payload only as raw hexadecimal.

Example:

0000 21 00 48 FF DF F7 CO 02 01 03 83 BO 4C 08 00 00
0010 Az BA DF 00 CB 00 1C 5& DE C9 C2 &5 83 BD 12 F8

05/27 15:52:54 0020 Bl E0 00 16 3A S5 04 F2 C3 48 20 00 11 OF AOD 04
0030 00 00 00 OO0 00 00 00 00O 70 D4 B1 3E 98 86 DC 00
0040 00 07 EO FF FO 00 00 00

o000 21 00 46 FF CF F7 CO 02 01 03 83 FC E4 09 00 00
2010 &0 A% 1F 00 00 00 1C R6é 82 CA 7B 07 483 91 11 50

+59 ms 2020 B4 20 00 54 13 31 CB 38 20 00 11 OE 40 04 00 00
o030 00 00 00 OO0 00 00 70 D4 BS 3E 93 B6 DC 00 00 07
0040 EO FF FO 00 00 00

0000 21 00 43 FF DF F7 CO 02 01 03 83 D2 18 03 00 00

AMTA R MR 7 AA O NA AN 1/ AT AR MR 1T 18 On T 11 AA

= Text:Displaythe message payloadonly as text (format specified under Data Format).
Note that non-printable characters are replaced with a period.

Example:

Timestamp Message Payload

food !.H. .... ...0 ....
BOI0 ... -.ll s Jg ...,
05/27 15:53:53 0020 .... .;.BEB . ....

+71 ms 0020 ... w5y ¥V .. . ..8.

27



SURELINE CORE USER'S GUIDE

= Data+Text: Display the message payload as both raw hexadecimal and text (format
specified under Data Format).

Example:

Timestamp Message Payload

0000 21 00 46 FF CF F7 CO 02 01 03 BB 56 2E 0B 00 00 dcltc coos cos
0010 RO OB ED 00 00 00 1C CC 2% CA 52 BD B5 A0 13 B0 ... «aus ).
05/27 15:54:55 0020 AF EO0 00 18 46 36 D3 78 20 00 11 17 98 04 00 00 ---. F6.x .. B
0030 00 00 00 00 00 OO0 71 11 07 1F 5B 9E D4 00 00 07 P T S
Qo40 EO FFFO OO QOO e aa
Q000 21 00 48 FF DF F7 CO 02 01 03 BE 0% 1E OB 00 00 L
0010 AR 1R GE 00 DO 00 1C 81 AB C9 C1 FO 83 27 00 50 RS SRR L
+20 ms Q020 AF 40 00 18 1R 3B 7D 70 14 18 20 00 11 0D 38 04 [N P 5 - I
0030 00 00 00 00 00 OO 00 OO 71 11 08 1IF 58 SE D4 00 .... .... do.. K...
0040 00 Q7 EQOFF FO OO OO QD aees e
0000 21 00 46 FF CF F7 CO 02 01 03 BB 06 BA 0B 00 00 iclfc coos cosc o coos
AfIN 21 FC RN AN A AN ¢ AF a1 &8 33 2N RS 51 15 24 - n

= Generic Fields: Display the values of the generic fields for each generic message.

Example:

Timestamp Msg Type Range Azimuth Alitude 3D Height Longitude Runlength Mode?2 Mode3fA Mode4 FAA AF Reinforced
05/27 15:56:18  ADSB Target 33000 32975 39.5704 -78.3168

+30ms ADSB Target 2000 2250 39.9126 -75.0841

+50 ms ADSB Target 10675 11325 40.5114 -73.7131

+269 ms ADSB Target 38000 39775 35.877 -77.2157

+279 ms ADSB Target 20000 19975 40.2156 -75.7689

+309 ms ADSB Target 24425 25700 40.6735 -77.1827

+402 ms ADSB Target 22925 24175 35.806 -73.743

+402 ms ADSB Target 4600 4700 40.3226 -75.6087 0451
+402 ms ADSB Target 38000 39730 40.5117 -75.1741

+420 ms ADSB Target 36025 37775 4p.4114 -75.6858

+480 ms ADSB Target 1800 1500 40.0934 -74.837 1200

B Data Format—Choose between American Standard Code for Information Interchange (ASCII)
or Extended Binary Coded Decimal Interchange Code (EBCDIC) text modes.

B Data Length—Select between 76, 32, 64, or Ful/data lengths.

2.3 Reboot/Restart/Shutdown

Reboot, restart, and shutdown options are described in the subsections that follow.
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2.3.1 Rebooting the System

Some operations require the system to be rebooted in order to take effect. To reboot, select the
Reboot option from the Systemmenu.

m

> Reboot

Restart Software

E
1 Upload Data
E

Flazh Mm%

When the Reboot System warning dialog window is displayed, click the OK button to reboot the
system, or the Cancel button to return to the previous screen:

‘((\ Reboot System Xy

Are you sure you want to reboot the system? |

All changes take effect after a reboot. Your browser will refresh after the system is |!
rebooted.

2.3.2 Restarting the System

It may bedesirableto restartthe system software without rebooting the system, e.g., activating a
selected configuration file. To restart, select the Restart Software option from the Systermmenu.

m

v Reboot

Restart Software —

Upload Data

Flach m<
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When the Restart Software warning dialog window is displayed, click the OK button to restart the
system software, or the Cancel button to return to the previous screen:

4 Restan sonware

Are you sure you want to restart the software?

Upon successful restart, the message, “Software Restarted,” is displayed.

| S
Message from webpage u

i; Software Restarted m——

Click the OK button to acknowledge the software restart.

2.3.3 Shutting Down (SGP Only)

In order to properly shut down the SGP, select the Shutdown option from the Systemmenu:

System

Reboot

Restart Software

Shutdown dne
Upload Data

octiv
About
Log Out
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When the Shutdown warning dialog window is displayed, click the OK button to shut down the SGP,
or the Cancel button to return to the previous screen.

Are you sure you want to shutdown the system?

Your browser will be disconnected after the system i shutdown.

[Close | [[Of=

2.4 About Option - Verifying System Information

Information specifictothe systemthatwas purchased can be verified by selecting About from the
Systemmenu (RICI screens are used in the examples).

ISYST-

w Reboot
Restart Software
Upload Data

Flash OS5

About -

- Log Out i

Thisinformation is required should youneed to contact Sunhillo regarding anyissues or requests for
software updates. Applicable Software Information, UnitInformation, Plugins Loaded, and License
Features are all presented in the About window (generic example follows).
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A
About
Software Information
Application Version: RICI 6.10.0d
0S Version: 4.1.2 e ] Scroll bar

Unit Information
MAC Address: 00:16:43:80:0A:02
[ Board Serial # 5T2112011068 I
Board Revision: 230012-05-B

Plugins Loaded:
CTE_2F IN(1.0.2)
SINGLE_SENSOR_TRACKER (1.0.9)
ENCRYPTION_3DES (2.3.0) v

mncfAni F1 & M

Close

The Board Serial #:, found under Unit /Information, is used by Sunbhillo to maintain warranty
information on your purchased product. Click the OK buttonto closethe Aboutwindow and return to
the previous screen.
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3.

SYSTEM CONFIGURATION

Inthis Section, you gainan unaerstanding of the SureL ine Core's sy sternconfiguration
options.

The SureLine Core’s system configuration,whichis describedin the subsections that follow, consists
of the following items:

Network IP address

Routing configuration

DNS configuration

Hostname configuration

GUI time out value

IPv6 settings

Network Time Protocol (NTP) settings

Syslog forwarding information (RICI, Longport, and Ventnor only)
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3.1 Network Config Screen

The NetworkConfigscreenis used to modify various system parameters. The system configuration
information is displayed when the Network Configoptionis selected from the Administration menu.

I Administration EI

Network Config
Security

Account Management
Change Password
SNMP Management

_ License Management _

Create RSA Key

Mewmlaad B2A Dohklic

Each Section of the Network Config screen (example shown in Figure 3-1; Note that Syslog
Forwarding Configuration only applies to RICI, Longport, and Ventnor) is described in the
subsections that follow.
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Network Configuration
Port eth0 Port eth1

L=
17 aszream
Hatrmak AZorean
ErEEEoma AR
GRamnay AZreas w [=ax |le L5 e o g e
‘Cakulazs Eraadciar addnas Edzibmas | [ &34 ViiW Sdcilass | [ 34 Wiik

Routing Configuration

Dextrmtsmn Gy Mwmeae

DM= Configuration

Sermary DS Sarcar A2craan
Swczncany DS Sarver AZorean

The DS seroers sl Sw 3wt Sy the DOCF ammer T 3057 @ enacied

Hostname Configuration

“onimare: FIL

Labtara rurmseen, and cecermczran ool Resosi egines.

GUI Timeout

Tarmaet : 1 IMimuter, D m Nz Timasat

Nazimum valom 1430 minuas [34 hooeal.

IPvE Configuration

ethl

B¢l Autometc Addresies

CWE T RSN eSO TES
I'vE Combgurable Addowwe |

(L= P
Lawtinabon Satwey | e

eth1

B*vE Butnmstc Addressss
I1'vE Comtgurable Addreawnu | e

LR
Lobinabon Sulweeny | S

NTP Client Configuration

Cameni cedice 3mm i3 aw: iz Tharasay Segienter 31 183832 JTS 2017

NTF Sarcar Azzresw 037 | [k

Memrcwily Sek Clack (WA 0D Y¥¥Y HRm:ssy [H ] [ ][5 1o |7 | 57| [ e Tiwa e

Syslog Forwarding Configuration

Symog Forsmising Sen Accman: D

sppl Sancal

Figure 3-1: Extended View of the Network Config Screen

35



SURELINE CORE USER'S GUIDE

To accept thedisplayed settings on the Network Config screenas-is, choose another menuoptionon
the Main Menu bar to exit the screen. If modifications are made to this screen, use the Apply or
Cancel buttons located atthe bottom of the screen if you want to accept the changes, or reject or
undothechanges,respectively. The network and system information configured on the Network
Config screen are persistent within the device once the changes are applied (saved).

3.1.1 Network Address Configuration

Onthe Network Configscreen,the configurationfor entrieslabeled Port EthO and Port Eth1 (Figure
3-2) correspondto Ethernetport0 and Ethemnet port 1, respectively, and, if applicable, continue in that
manner foreach additional Ethernet port present. For each Ethernet port, the IP, Netmask, Broadcast,
and Gatewayaddresses must be configured. Theradio button associated withthe Gateway address
indicates which gateway is to be used.

Port ethO Port eth1 Port eth1.1
L1 DHCP L1 DHCP L1 DHCP

IP Address: [192 |[168 [[83 [[170 |  [192 ][1e8 []2 ][t | [192 |[188 |[4  |[10 |

Netmask Address: [255 |[255 |[285 [0 ]| [255 |[255 [[255 |[0 | [255 |[255 ][255 [0 |

Broadcast Address: [192 [168 [83 [255 [192 [168 |2 [255 [192 168 J+  [2s5

Gateway Address: @0 Jo Jo Jo | ol Jo o | Ol o o o

| calculate broadcast address | | EditAliases || AddVLAN | [ EditAliases |[ AddVLAN | [ Remove VLAN |

Figure 3-2: Network Address Configuration Example

The BroadcastAddress:fields are greyed outin orderto indicate that the user cannot manually enter
an address. The Calculate broadcast address command button is provided for informational
purposes only. Selecting this buttonautomatically generates the correct broadcastaddressbased on
thevalues enteredfor the IP andNetmask addresses. This information might be useful if you needto
broadcast data to the device.

Click Add VLAN if you wantto add a new Virtual Local Area Network (VLAN) to one of the Ethernet
ports. The VLAN Id, IP Address, and Netmask Address should then be set (Figure 3-3).

q{(‘ Add VLAN to ethD

Set the VLAN id (1-4094) and the initial [P address for the VLAN.

VLAN Id: P ]
IP Address: [0 |[o | o o |
Netmask Address: |1 | ‘[] | |[] | |[] |

TT T

Figure 3-3: Add VLAN Configuration Window
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For VentnorandRICI5000 devices, click Bond ETHO & ETH1 (Figure 3-4) if you want to allow the
Eth0/Eth1 interfaces to betreated as a redundant pair. This type of redundancy differs from modes
that canbe configured as shownin Section 7 REDUNDANCY. When EthOand Eth1 are bonded, they
operate as a single, logical interface. In practical terms, it means that with both Eth0 and Eth1
connected to the same network switch, they exist as only one IP address on the network and to
remote systems.

Bond ETHD & ETH1

Figure 3-4: Bond ETHO & ETH1 Button

DHCP addressing can be selected on Ethernet using the respective DHCP checkbox. Similarly, IP

Aliases can be set for any Ethernet port using the respective aliases button (Figure 3-5). Note,
however, that DHCP and aliasing are not supported in bonding mode.

‘(C Edit Port ethO IP Address Aliases X

IP Address Netmask
eth0:1 | I |
eth0:2 | I |
eth0:3 | I |
eth0:4 | I |
| Close | | OK |

Figure 3-5: IP Address Aliases Configuration Window

3.1.2 Routing Configuration

The Routing ConfigurationSection (Figure 3-6) of the Network Configscreenis used to configure the
IP routes necessary for sending/receiving LANdataother than the default routes, which are set by
the gateway address. The routing addresses need to be configured if you want to use Unicast,
TCP/IP, oraccessthe devicevia the Internet fromthe Ethernet portthatis not on the default gateway
subnet.
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Routing Configuration

Destination Gateway MNetmask
1224.0.0.0 I |(240.0.0.0
111.6.242.26 |[11.6.242.21 ||255.255 255 252

Figure 3-6: Routing Configuration Example

If the device needs to access a particular subnet through a router, use the following steps to
configure the routing table:

5. Enter the destination IP address subnet in the Destination field

6. Enter therouter IP address in the Gateway field

7. Enter the netmask in the Netmask field

3.1.3 DNS Configuration

The DNS Configuration section of the Network Config screen is used to configure the primary and
secondary DNS server addressesif DHCP is not previously enabled (see Section 3.1.1). f DHCP was
previously enabled, the address fields will be greyed out and inaccessible.
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DNS Configuration

Primary DNS Server Address: [192 [168 83 |10
Secondary DNS Server Address: | | | |
The DNS servers will be set by the DHCP server if DHCP is enabled

Figure 3-7: DNS Configuration Example

3.1.4 Hostname Configuration

The Hostname Configuration Section (Figure 3-8) of the Network Configscreen is used to configure
thehostname of the device. The hostname can be up to 32 charactersin lengthandcan only include
letters, numbers, and underscores. A reboot is required to apply any hostname changes.

Hostname Configuration

Hostname: |LongperiSureLine |

Letters, numbers, and underscores only. Reboot required.

Figure 3-8: Hostname Configuration Example

3.1.5 GUI Timeout

The GUI is configured to time out after 20 minutes of inactivity. To override this default setting,
modify the numberof minutesdesignated in the GU/ Timeout Section (Figure 3-9) of the Network
Confry screen. Setting this value to 0 indicates that no timeout should occur.

The new timeout will take effect immediately after the Apply button is selected; i.e.,
it does not require a reboot of the system.
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GUI Timeout

Timeout : |£] |{Minutesi 0 = No Timeout)

Maximum value 1440 minutes (24 hours).

Figure 3-9: GUI Timeout Example

3.1.6 IPv6 Client Configuration

Thedevice supports Intemet Protocol version 6 (IPv6)interfaces via its Ethernet port connections.
The /Pv6 Configuration Section (Figure 3-10) of the Network Config screen is used for address
changes.

IPv6 Configuration

ethO

IPv6 Automatic Addresses
feB80::216:43ff-fe80:f76/64

IPv6 Configurable Addresses

Routes
Destination Gateway New
[2000:3 |[2001-db8:0f101:1 || Delete |
eth1

IPv6 Automatic Addresses

IPv6 Configurable Addresses

Routes
Destination Gateway
eth1.2

IPv6 Automatic Addresses

IPv6 Configurable Addresses

Routes

Destination Gateway

Ath1 1N0°2

Figure 3-10: IPv6 Configuration Example
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To enter anew IPv6 address, click the Newbuttonassociatedwiththe /Pv6 configurable Addresses
field for the given Ethernet port. The input field is displayed as follows:

IPvé configurable Addresses
Delete

Typein the new IPv6 address. Multiple addresses can be entered via the New button.

To enter a new IPv6 route, click the New button associated withthe Destination Gatewayfield for the
given Ethernet port. The input fields are displayed as follows:

Routes
Destination Gateway Mew

Delete

Typeinthenew IPv6 Destinationand Routes Gatewayaddresses. Multipleroutes can be entered via
the New button. Toremove IPv6 configurable addresses and/orroutes, click the Delete button to the
right of the address.

3.1.7 NTP Client Configuration

When operational, the device functions in Network Time Protocol (NTP) client mode. The NTP Client
ConfigurationSection (Figure 3-11) of the Network Config screen is used to assign the NTP Server
address and/or manually set the synchronization clock.

NTP Client Configuration

Current device time is set to Thursday June 08 15:09:01 UTC 2017

NTP Server Address: [192 |[168 |[83 |[[79 |

Manually Set Clock (MM DD YYYY HH:MM:SS): [19]:[42]

Figure 3-11: NTP Client Configuration Example
To settheclock, typein thetimeinformation in the Manually Set Clock field, and click the Set Time

Now button. Areboot of the device is not necessary. Thetime enteredtakes effectimmediately when
the Set Time Now button is selected.
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3.1.8 Syslog Forwarding Configuration

The Syslog Forwarding ConfigurationSection (Figure 3-12) of the Network Config screen is used to
assign the audit server to which the syslog daemon will forward the system logs. Enter the IP
address of the serverin the Syslogforwarding ServerAddressfield to enable the forwarding. A value

of 0.0.0.0, which is the default setting, disables syslog forwarding.

Syslog forwarding Configuration

Syslog forwarding Server Address: 192 168 .83 .24

Figure 3-12: Syslog Forwarding Configuration Example
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4. FUNCTIONAL CONFIGURATION

Inthis Section you gainan unaerstandling of the SureL ine Core’s functional configuration
options.

Theconcepts behind the operational and functional configuration of a device, as well as elements of
its SureLine Core GUI,are described in this Section. In addition, instructions on how touse the GUI to
create or edit a device configuration are provided.

4.1 Configuration Menu

Onthemenu bar, select the Configuration menu (Figure 4-1). The menu options available under
Configuration, withthe exception of Network Config are discussed in detail throughout this Section.
The Network Config option is discussed in Section 3.

I Configuration IH

Mew ,
I
Edit
Edit Active
Edit Live
i by

Set Active

Manage Configs

Figure 4-1: Configuration Menu
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4.2 Configuration Elements

Beforediscussingthe creation of an active configuration using the GU|, it isimportantto understand
the conceptsanddefinethe terms used when creating a system configuration, as well as review the
prerequisites and requirements for generating a configuration data flow.

A system configuration consists of the following basic elements:
B DataFlow
B Nodes
M Site/Sensor(s)

Thedevice processes data from serial portsor a LAN by identifying individual messagesin the data.
These messages arethengiven specific metadata and passed to functional software nodes that
work on the data messages individually by filtering, breaking down into smaller messages,
converting, or adding more metadata for use by other software nodes. When this data has been
processed by the desired functions, anoutput software node exports the data onto either a serial port
or an Ethernet port.

4.2.1 DataFlow

A data flow consists of various graphical elements that help to visualize conceptually how data is
entering and exiting the system for a particular device functional configuration. The data flow
determines whereandhow datais comingintothe deviceand whatisto be done withthis data,such
asconversionand/orfiltering. A dataflow consists of two ormore nodes andties allnodes together
to create the output flow, like is shown in Figure 4-2.

13 Bit Ethernet
o Radarin O Dﬁgdfg CD20ut ~ UDP/
Port 1 [ Multicast

Figure 4-2: Data Flow
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A data flowcanalso besplit or “branched” into several paths. Abranchin a data flow takes a single
source of inputdataandperforms multiple, unique operations on the datato produce unique output
on each datapath. This datacanbetransmittedto multiple outputs or “merged” (joined) back into a
single path tobetransmittedfroma single source. Figure 4-3 shows a conceptual diagram of a data
flow that branches and merges.

Ethernet SEANCY, I%::t)gr ‘ WS
N Data In UDP/ LAN Data Ou
| — Multicast BRANCH gﬁgr ‘ MERGE L =
Figure 4-3: Data Flow that Branches and Merges

4.2.2 Node

Conceptually, a node is a system module that performs a specific task on a data message at a
particular point in the data flow. Nodes are divided into two basic types: Input/Output (I/0) and
Function.Eachnodetypehasa set of user configurable parameters particular to that type. These
parameters have pre-configured default values that can be modified by the user at any time.

4.2.2.1 Input/Output Nodes

A system configuration must always have at least one input node and one output node. The /0
nodes are further classified into sub-categories based on the source of the input or type of
transmission (Table 4-1).

Table 4-1:1/0 Node Categories and Descriptions

1/0 Node Category Description
Serial Represent data received (input) or transmitted (output) through the
RICI or Longport’s DB-25 connectors.
Depict datareceived (input) or transmitted (output) through the
LAN .,
device’s Ethernet ports.
File Used for input data containedin a file.
Bidirecti Used to receive and transmit data froma single node within a data
idirectional path
RF Receivers Used for the ADS-B Input on Longport devices.
Reserved for output nodetypesthat do not physically transmit data
Other out of the device, but serve as a logical endpointin the data flow.
These node types mark the graphicrepresentation of data when
using the Radar Display or KML Display utility function node.
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4.2.2.2 Function Nodes

A function node performs anactionon thedatainputto thenode. These “actions” include conversion
to another data type or format, filtering out specific information from the data, adding user
configured or calculated datato a message,and packingor unpackingdata from a particular type of
message header.

The device is purchased with standard (base) functions and optional premium functions. The
premium functions arelicensed by Sunhillo and require a license code for activation. The function
nodes are classifiedintosub-categories based ontheactionthey perform on the data (Table 4-2).

Table 4-2: Function Nodes and Descriptions

Function Node Category Description
Framer/Unframer Pack/Unpack data froma message header.
Specific Conversions Convert a specific typeof input datato a specific type of
output data.
Performunique taskson the datain order to add/extract
Utilities dataforuse in visual displays, which can be either provided

by thedevice or sourced externalto the device.

“Filter out” specific data or messages fromthe inputdata

Filter

stream.
Convert specific input datatypesinto a default, generic

Input Radar Types message format thatis used (internally) by the system
software.

Output Radar Types Convert the default, generic message format to a specific
output data format.
Separately installed application plug-insthatinterface with
Plug-in the system softwarein order to provide a specific

conversion or added functionality.

Several function node types provide unique filtering or display conversion functionality that warrants
further detailthanis providedthrough the GUI when clicking on a function node. The details of the
unique function nodes are as follows:

B Mode 3ARange/Azimuth Filter—The “Mode 3A Range/Azimuth”Filter function node uses a
series of message data checks to determine if the received Beacon or BRTQC message
should be dropped (filtered). The first check is a Mode3A Code. If the received message
Mode3A code matches the Mode3A code of the filter, the associated range, azimuth, and
altitude are checkedagainst the configured start and end values of the filter. If any of the
checksforrange, azimuth, and altitude fail, i.e., if the data in the message is less than the
minimum configurationvalue or greater than the maximum configuration value for range,
azimuthandaltitude, the Beacon or BRTQC messageis processed (not dropped). The radar
message is dropped if the Mode3A code matches the filter configuration and the range,
azimuth, and altitude all fall within the configured start and end ranges of the filter.
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B GeoFilter—The Geo Filterfunctionnode’s“PolygonFile” configuration parameteris a text file

that gets uploaded tothe system. This file must containthree or more points listed as single
line entries of latitude and longitude, which are separated by a comma. The last
latitude/longitude entry must connectback to the firstentry of the polygon file. The polygon
file must havethe extension . po/and can have end line or single line comments, which are
denoted by the #symbol.

The following is an example of a typical polygon file's contents:
34.815, -117.266 #Top lLeft
31.649, -117.953 #Bottom Left
23.862, -97.423 #Bottom Right
27.687, -95.396 #Top Right

KML Display—The KML Display utility function node converts received targets to Keyhole
Markup Language (KML) for visual display using Google Earth.

In order to usethis function,the display targetmust have latitude/longitude information. If
the input radar format does not have this information as part of its data stream, the
coordinates can be added by using the Add Lat Long function earlier in the data flow.
Additionally,the KML Display function usestheradar name configured in it as a filter. If the
input radar does not supply thisinformation, the Radar/dentfunctionmust firstbe adapted to
add a nameto theradar.

In order to use Google Earth, you must make a new network link with a value of

http://<Device Address>:8080/cgi/getKml.cgi?kml=<KML Display
Function> for a feed with Beacon codes and
http://<Device Address>:8080/cgi/getKml.cgi?kml=<KML Display

Function>-nb for a feed without Beacon codes.

Forexample, if the deviceis at network address of 192.168.1.1, the “KML Display” name is
ZCY_KML, and youwishto subscribeto two feeds — one with Beacon codes andone without
Beacon codes — you would need to create two network links with the following values:

http://192.168.1.1:8080/cgi/getKml.cgi?kml=ZCY_KML
http://192.168.1.1:8080/cgi/getkKml.cgi?kml=ZCY_KML-nb

After setting thelink addresses,youshould set the displayto refresh periodically (every 1to 3
seconds).

4.2.3 Site/Sensor

A site configuration element providesidentifying information aboutinput data used for filtering and
radar characteristics about that data. One or more sites can be created for a configuration.
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All serialinterfacesrequire a site. A sensor mustbe associated with a radar data serial input node
type. If a serial output node typeis selected, the system software can automatically generate a site
element thatcan be further configured for specific data. Sites are needed by several of the system
functionsthat convertor filterthe data. Othernode types that require a site/senor are described in
Section 4.2.3.

4.2.4 Data Flow Configuration Restrictions

Before creating or editinga data flow, it isimportantto discuss whatinformation is required and the
pre-conditions for adding node types to a data flow path.

4.2.4.1 Required Node Types

Although a dataflow can be created with multiple node types, not allnode types canbeplaced in the
data flowin anyorder. Various nodetypes will only function properly if they are preceded in the data
flow by particular node types. Each nodetype performs some function on the data and certain node
types expect specific information about the data to be available in order to perform properly.

Example #1

The Site Filter node type requires the data to have a site name associated with it. If the
incoming datais araw UDP packet, thereis no sensor or siteinformation associated with this
raw data. Anothernodetype mustbeused inthe dataflow priorto the Site Fifternode, which
willassociate a sitenamewiththis data. The Radar/dentnodetypeallows a site name to be
configured and associated withdata. One of thesetwonodetypesis required in the data flow
in order to use a Site Filternode.

Example #2

In order to outputdatain CSV formatusingthe Msg Format CSVnodetype,the data coming
into this nodetype must first bereceived by aninputnodetype. One of the functions fromthe
Input Radar Types category of functionnodes is necessary in the data flow prior to the Msg
Format CSVnode type.

GUI Feedback

The configuration GUI provides feedback and informationwhena particularnode type cannot
beused at a particular point in a data flow and what is required (prerequisites) in order to
configure the

4.2.4.2 Unique Node Types

Somenodetypes can only be configured into a datapath (or branch) in a dataflow onetime. Inthese
cases, the GUI provides feedback and details whenmore than one of a particular node type cannot
beinserted into a data flow.
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4.2.4.3 Required Sensor

Severalnodetypesrequire a site/sensor in order tofunction properly. A sensor must be created that
is then associated with a particular message based on either the Site name or site ID in the data
message received by the node.
The specific node types that require a sensor are:
B Allinput/output serial node types
ARTSto CD2
ARTS Unpacker
SGF Unframer
CD to FAARAPPI

CD to ASTERIX CAT48/34

ASTERIX CAT33 to CD2

B Raw Radar File Playback

nu

It is recommended that the desired sensors be created first, each with unique “Radar ID,” “Site
Name,” and“Logical Name” configuration parametervalues. Whenadding/editing these node types
in the data flow,you canthen associate the appropriate sensor (using the “Radar ID” configuration
parameter) with each node. Other Sensor configuration parameters can be configured as desired
based on the required data for the data flow.

For RICI and Longport devices, in the case of Seria/ Output node types, the GUI will automatically
generate a sensorfor eachnode of that type when the “Radar ID” parameter is set to “Auto.” The
sensor is created and displayedin the Sensor Configuration Section when the configuration file is
saved. You willneed to editthe sensor toset the configuration information, such as site name and
radar ID, if desired.

4.3 Configuration Files

A device configurationis created using the GUI, withthe information for the configuration stored in
Extensible Mark-up Language (XML) format in a file that resides on the device.

4.3.1 Getting Started — New vs. Edit

A configurationfile must always be openedin order tocreate or edit a configuration. There are four
configuration file options under the Configuration menu: New, Edit, Edit Active, and Edlit Live.

Once a file has been selected, the Data Flow Configuration screen is displayed. This screen is
described in detail in Section 4.2.4.
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Thenameof the configurationfile opened forediting is displayed in the upper center of the screen,
like in the example that follows:

‘(GS‘ureLine"'

e—m Information Configuration Administration System

> Editing 4RadarDisplays.xml

Sensor Configuration

AARN Mud cibn [=T=T = A [l el a NPV MDD Dk ik

4.3.1.1 Creatinga New Configuration

You can chooseto create a device configuration using a template file provided by the application
software. Selecting the New option from the Configuration menu (Figure 4-1) displays a list of
available sample files to choose from to provide a template for creating a new, not pre-existing,
configuration. Once an appropriate sampleis chosen, the node types and configuration parameters
of these nodes can be modified as needed. This new configuration file must be saved under a
differentfile name. Sample configurationfiles, i.e,, fileswithan _(underscore)in the name, cannot be
deleted. Alist of those samplefiles witha description of whateach provides is shown in Table 4-3.
Thedescription of each samplefile provides the inputdata, what other functions (framers, filters, or
conversions) are performed on this data, and the output data.

Table 4-3: Sample Configuration Files and Description

_ 8|8 |em |,
g & = gtg o Sample XML File Description
6|2 s |?
- =
Input: Four single channel radars
MIA A O _1_channel_13_bit_to_lan (serial data)

OtherFunctions: ECGP Framer
Output: Single LAN destination

Input: Four single channel data
streams (serial data)

MIA A O _1_channel_sync_serial_to_lan Other Functions:none
Output: Four different LAN
destinations

Input: Single radar with four

. channels
M4 4 O ~4-channel_13_bit _to_lan OtherFunctions: ECGP Framer

Output: Single LAN destination
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RICI

Longport

Ventnor

Margate Il
ADS-B

SGP

Sample XML File

Description

_lan_to_1_channel_13_bit_serial

Input: OneLAN source (Ethernet
UDP/Multicast function)
OtherFunctions:

One ECGP Unframer

Four Site Filter functions
Output: Radar data (four different
sites) over four serial ports

_lan_to_1_channel_sync_serial

Input: Four LAN sources
(Ethernet UDP/Multicast
function)

Other Functions:None
Output: Non-Radar data (four
different sites) over four serial
ports

_lan_to_4_channel_13_bit_serial

Input: Single LAN source
(Ethernet UDP/Multicast
function)

OtherFunctions: ECGP Unframer
Output: OneRadar site sending a
channelto each of the four serial
ports

_sync_lan_serial_bidirectional

Non-radartypedata bidirectional
LAN to serial/serial to LAN.
Input: Four different LAN sources
Four single channel data
streams
Other Functions: None
Output: Four LAN destinations
(same as input)
Four single channel data
streams
(same as input)

_mps-api-connections

MPS api connection interface
from an external MPS host. Since
configuration must come from
the external MPS host, see
SUN2429 — MPSapiApplication
Programming Interface User’s
Guidefor more information.
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€| =
o o O M
S|5|E£ |80 <n5 Sample XML File Description
z|2|5|22|a
o > @ <
— =
Input: ADS-B Antenna source
OtherFunctions: None
Oooo 0 | _CATO21 Output: LAN-based CAT021

messages containing ADS-B and
UAT targets.

O oo [ | _CATO033

Input: ADS-B Antenna source
OtherFunctions:None

Output: LAN-based CAT033
messages containing ADS-B and
UAT targets.

OO0 4 0O|-svs

Input: ADS-B Antenna source
OtherFunctions:None
Output: LAN-based SDO data
which feeds to the Sunhillo
Surveillance Monitor System
(SMS) display.

O 0O O O || bidirectional

Input: UDP LAN datain both
directions, separate ports
OtherFunctions:None
Output: Raw LAN data.

OO O O || _multiplex_2_to_1

Input: UDP LAN data on two,
separateports
OtherFunctions: ECGP Unframer

Output:Single LAN data output.

O ool 0 _split_1_in_2_out

Input: UDP LAN datain
OtherFunctions: ECGP Unframer
and Site Name/ID filter

Output: ECGP LAN data split into
UDP outputsbased on Site
Name.

4.3.1.2 Editing an Existing Configuration

Selecting the £diitoption fromthe Configurationmenu (Figure 4-1) displays a list of available user-
created files to choose from for editing an existing file. Once the desired file is selected, you can
modify the node types and configuration parametersof these nodes as needed. This configuration
file can be saved to the existing file or savedto a different file name. All file names listed under the
Edlit option have the suffix . xm/ which is not shown on the GUI.
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Selecting the Ediit Activeoption from the Configuration menu allows you to make changes to the
active configuration of the device. You canmodifythe nodetypes and configuration parameters of
thesenodes as needed. This configurationfile can be saved tothe existingfile or savedto a different
file name. Although the changes are madeto the active configuration file,these changes will nottake
effect until the device is restarted.

Selecting the Ediit Live option from the Configuration menu allows you to make changes to the
current active configuration of the device, although you cannot change the flow or modify any
optionsthat are greyed out. When changes are made to the active configuration file with this option,
they take effectimmediately after the Live Update or Update & Save buttons are clicked without the
need to restart the software. The Live Update button commits changes to the current active
configuration, butdoes not save changes to the file, while the Update & Save button commits the
changestothe currentactive configuration and saves changes to the file. To cancel changes, click
the Revert to Saved button, which will restore the most recent saved file.

4.3.2 Managing Configuration Files

Existing user-created configuration files can be copied, renamed, or deleted. These actions are
provided under the Manage Configs option under the Configuration menu (Figure 4-1).

Usethemouseto select a configuration file fromthelist. The scrollbaron theright side of the Select
Afile display will show morefiles that cannotbe shownin thelist dueto the limitations of the display
area size. Onceafileis selected with a left mouse-click,a menu pops-upwith optionsto Copy, Delete
Rename, or Download (Figure 4-4).
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‘(( Manage Configurations

Select A file ~
4RadarDisplays.xml A 4
A19 A02_RMS xml o
arsr4LanTolan xml
ASR11toECGP xml
bidirectionalAuto xml ]
cat33to0TG.xml
cat48tosms xml
dasr_asrl 1toASR9 xml
dasr_asrl1toCD2 xml
dcgadapt xml
decgadapt_mgate2 xml

demo xml

examplel xml

To copy or rename a file, select the file from the list and choose Copy or Rename
option.

Type the new name of the file in the field.

Press "OK" to confirm the selection.

To delete a file select the file from the list and choose Delete menu option.

To download a file select the file from the list and choose Download menu option.

[ TODRRPREL 0 1 LY s, IO, D,
Close

Figure 4-4: Manage Configurations Window

If Copy or Rename is selected, type the new file name in the data field after the to. Press the ok
buttonto completethis action. If the selected file is to be deleted, select Delete from the options.
Confirm the deletion of the selected file by pressing the ok button. To download a file, select
Download and then confirm with the ok button. Selecting the Close button at the bottom of the
screen closes the Manage Configurations window.

4.3.3 Setting Active Configuration File

To set a configurationfile as the active configuration, i.e., the configuration to be run on the device,
select the SetActive option from the Configuration menu (Figure 4-1). Locate the desired
configuration file in the dropdown list. Highlight and select the desired option (Figure 4-5).
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Selecting the file option

on Configuration Administration System
MNew
iarDisplays.xml
Edit
- Edit Active
a [ b 4
Edit Live h
CC( '
Set Active 4RadarDisplays ~
Manage Configs A19_AD2 RMS o
nfig ¥ Show Type & arsrdLanTolan En
ASR11t0ECGP
}Q—[ ERECGP Unfram pigirectionalAuto In -
cat33to0TG
cat4stosms

dasr_asr11t0ASR9
dasr_asriitoCD2
dcgadapt

dcgadapt_mgate2

Figure 4-5: Selecting a New Configuration File, “example2”

When a new configuration filehasbeen selected, a dialog boxwiththe message“ filename.xml is set
as active configuration, pleaserestart the software for it to take effect,” is displayed (Figure 4-6).

Message from webpage @

13bit-LAN.xml is set as active configuration, please restart the software
., forit to take effect.

Figure 4-6: New Configuration File Selected Example

A (pending active) statusappearsin the dropdown list after the selected file to indicate this file will
bethenext activefile aftera systemreboot or a softwarerestart (Figure 4-7). The (active) status is

shown in the list after the current, working system configuration.
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Configuration Administration System

New
tus
Edit
28 20:44:483 UTC 2017
Edit Active
lle: 85%
Edit Live
" wlMaathardndRadar vml
Set Active saudiExample A
IManage Configs showWeatherAndRadar (active) = 1 Current configuration
=3 g
TC10M1 i
testAIMS 1
) . ) Active configuration after
Data Source/D: testAlMS13bit (pending active)’ - ] restar
Messages In
testASRIBCnExt
]
testASR11 I

Functic (€StASI11DOD

| testASR11FAA I

0 W
testChannelFilter =
1] 0

=

Figure 4-7: Pending Active and Active Statuses

4.4 Create/Edit a Configuration File

The subsections that follow provide details onthe use of the configuration GUI to create a new, or
edit an existing, configurationfile. The different elements on the GUIlitself and particular actions you
might take when editing configuration files are also defined in this Section.

4.4.1 Configuration GUI Overview

Onceafilehasbeen selected (as describedin Section 4.3.1), the configuration screen in displayed
(Figure 4-8).
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Sensor Configuration

- -

New SITE

Data Flow Configuration

Comment Path || Undo || Redo | Sys Config | M Show Type M Show Name | SNMP | [ Enable dataflow highlighting & | &

O{ I Ethernet UDP/Multicast - MULTICAST_IN Ev}oeﬁmep Unframer - ECGPCD)

~
Ev).<>.( “ASTERIX CAT34/48 (

<>(§§FUNCT|ON - default

>.(§§FUNCT|ON - default

<>.(§§FUNCT|ON - default
<>.G§FUNCT|ON - default

Revert To Saved

Figure 4-8: Configuration Screen

The components of the configuration screen are as follows:
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M Sensor Configuration—The Sensor Configuration Section of the configuration screen
displaysthe sensors or sites (as defined in Section4.2.3) forthe configuration file. A sensor
labeled New will always be displayed in the Sensor Configuration Section for every
configuration file.

Sensor Configuration

New SITE

M System Configurationltems—The Sys Configbutton provides the configuration parameters
that are used to configure unitredundancy, message throttling,and enhanced data recording.
The SNMP button provides the configuration parameters to setup the SNMP traps sent from
the RICI.

Data Flow Configuration

[ CommentPath | [ Undo || Redo | [ SysConfig | [¥] Show Type [¥/ Show Name [ SNWP |

These configuration parameters are stored in the XML configuration file along with a
particular data flow. A different, unique set of system configurationitems can be created per
configurationfile. These configuration items are described in further detail in Section 4.4.2.

M DataFlow GUI Controls—The data flow Ul controls provide a set of options that can be used

to change/controlwhat is displayed and how the data flow is shown on the user interface
screen. The controls available are described in further detail in Section 4.4.1.

Enable dataflow highlighting | &, | &,

*CD2 In - CD2 In "] Site Nar

>

"y Site Nar =
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B Data Flow Configuration Window—The Data Flow Configuration window Section of the
screen is used to generate and edit the actual data flow for the configuration.

O—(E, Ethemet UDP/Multicast - Lan \nlElv)-Q(EECGP Unframer - UHPECkE1Ev}O-( *CD2Z In - CD2 IH|EV}<> “7 Site Nz
>- =7 Site Nz
> “7 Site Nz

—

Bl Save File Controls—The save file controls, found on the bottom of the Data Flow
Configurationscreen, are used to either save the configuration to a file or get back to a last
known good version of the configuration file currently open forediting. Refer to Section 4.4.2

for more information.

Revert To Saved Save File As

4.4.2 Saving Configuration Files

It is important that a configuration that is being edited or created on the GUI be saved to a
configurationfile. Althoughthe changes performed on the GUIto a data flow, node type configuration
parameter, systemconfigurationitem,or sensorare persistent on the screen, these changes are not
automatically savedto the configuration file untilyou explicitly select the Save File or Save File As
buttons found on the bottom of the screen.

Do not press the Refresh button on the Web browser while editing a configuration
file since all changes will be lost. You must save all changes to the configuration
file before exiting the Configuration screen or selecting another menu option from
the GUI menu bar (e.g., Log Outor Status). Allunsaved changesto the configuration
are lost when leaving the Configuration screen.

Ifthereis an error withthe current configuration while attempting to save a configuration file, a pop-
up messageis displayedstatingthe errorand the node(s) in which the errors occur, highlighted in
red. An exampleof an errorisanodewhichdoes nothave a unique Logicalname, i.e., either it is the
same as another node in the data flow or has not yet been defined.

4.4.2.1 Revertto Saved

The Revert To Saved button restores to the GUI screen the configuration currently saved in the
configurationfile thatis open forediting (this includesdataflow and all configuration parameters).
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This option is usefulif several changes were madeto a configuration during an edit session on the
GUI, but these changes needto be backedout. Instead of trying toremove allthe changes manually,
RevertTo Saved displays on the GUla last known good or last saved configuration found in the file
itself.

Revert To Saved

4.4.2.2 SaveFile

The Save File button saves the configuration information on the GUI to the current file open for
editing. Adialogbox appears to confirm or cancel overwriting the contents of the current contents of
the open configuration file with the configuration data on the GUI.

Save File

This option is not availableto new configuration files. If the Mew menu option is selected to use a

template configurationfile for creating a configuration, the changes must be saved to another file
name first. Template configuration files cannot be overwritten.

4.4.2.3 SaveFileAs

The Save File As button saves the configuration information on the GUI to a file of another name.
Onceselected, a dialogbox appears where you canenter a new or existing file namein whichto save
the configuration. You do notneed to include the . xm/file extension; this is done automatically by the
software.

Save File As

4.4.3 Create/Edit Data Flow

Thedata flow andother configuration parameters for a configuration file are edited within the Data
Flow Configurationwindow onthe configuration screen. This subsection provides the details on how
to use the GUI to perform specific actions in editing a data flow.

Step-by-stepexamples forusingthe Configuration GUIto create various configurations is provided in
Appendix A (RICI and Longport) and Appendix B (SGP).
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4.4.4 DataFlow Graphical Elements

The data flow consists of the following elements (Figure 4-9):

Connector b Sys Config Show Type [/ Show Name | SNMP
T Fan Control

O—[HECGP Unframer - Unpackerl Elv).<>_l L{CD2 In - CD2 \n. < ite Mame/iD Eilter - Site Eilter Elv
<>—(";"S\Ie Name/ID Filter - Site Filter ElBEIlEV}<

?(‘T Site Name/ID Filter - Site Filter CCClElV)-<

Figure 4-9: Data Flow Graphical Elements

B Diamond Connector—The diamond connector is used to show how and where nodesin a
data flow are connected. A diamond connector shows:

= Connection between nodes in a single data flow path
= Where a branch from a path startsin a data flow
= Where a branch in a data flow merges back into another path
B FanControl-Amouse-overon a diamondconnectorbringsup thefan control. A fan control

is used to make a decision aboutwhat comes next in the data flow at that connector. The

four possible choices are: Insert a Function, Delete a Function, Branch the Path, and Delete
the Branch.

>w Name | ShM! Insert a Function

Delete a Function

Branch the Path

Delete a Branch

A mouse-over on each optionon the control provides a short tool-tipon what each selection
does.
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On any givenconnector, the fancontrol only allows youto select the options that are valid for
that location/connector in the data path. Validoptions are shown in a light grey background
and changeto white whenthe mouseis on that option. Invalid options are shown in a dark
grey background, e.g.,in the previous figure, Delete a Branch option is not valid; the remaining

three options are valid selections.

B Node—Adata flowis a specificcombination of nodes. A data flow can consist of one data
path or multiple datapaths that canbranchand/or merge. A data path must have an input
type node and an output type node. The input type node is always the first node and the

output type node is always the last node in a data path (Figure 4-10).

Node type icon

Node type Node logical name

.

O.(J Ethernet UDP/Multicast - Lan Inllzl")-o ERECGP Unframer - Unpa

First Node is always
Input type

Middle Nodes are
always Function type

——
OC) ¢

— Q—[‘?‘sne Name/ID Filter - Site memigv}o.(ﬁmdar Display - Radar Display AAAIEPV).Q {

—b. *CD2 Out - CD2 Out ’ &9 5 % %3 13.bit Radar Out - AAA Out B

Last Node is always
Output type

.

Quick info tool

Baud rate - BR_9600,
Channel 1 : Port 1
Channel 2 - Port 2

Channel 3 : Port 3
Channel 4 - Port 4

Figure 4-10: Node Details

= Node Typelcon—Each nodetypeisrepresented graphically by an icon to give a simple
visualindication of what function the node in the data flow is performing (Table 4-4).
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4.4.4.1

Table 4-4: Node Icon Descriptions

Node Icon Description
Serial Port (RICland Longportonly). The
port number(s) configuredto the node

appearsbelow theicon.
Ethernet port. The port number

[z configured to the nodeappearsbelow
theicon.
I Utility
J Conversion
f Filter
™ Graphical Display

Node Type—Each node is identified with the actual node type as described in Section
4.2.2.

Node Logical Name—The nodelogical nameis the unique,identifyingname given to this
particular node by the user. This name is entered in the Logical Name configuration
parameter of every node. Every node must have a unique name.

Node Dropdown Menu—This dropdown menu is where the actual node type for each
node is selected.

QuickInfo Tool Tip—A mouse-over on each node will pop-up a tool tip that provides a
quick view of a few of the configuration settingsof that node. The tool-tip only provides
some of the particular configuration parameters. All of the configuration parameters can
be viewed by selecting the node with a mouse click.

Changing the Parameters for a Node/Sensor

A set of configuration parametersis associatedwitheachnode type andsensor. You willneed to set
the configuration parameters for eachnode and/or sensoraccordingto yourparticularapplication in
which the device is being used.

The configuration parameters for a specific node or sensor can be accessed via mouse-click. An
example for the 73 Bit Radar Out node type is shown in Figure 4-11.
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C 130t Radar out X

copy from existing

Idle

Logical Name

Radar ID

Channel 1

Channel 2

Channel 3

Channel 4

Output Channel

Baud rate

Invert Data

Invert Clock

BRTQC/SRTQC Msg Priority
Radar Idles

Output Message Recording Level
Serial Line Signal Mode

RTS Control

DTE. Control

-to-idle outbound radar.

13-bit Radar Out

Auto v|
None “
W
W
None “

None
None

ChannelN to ChannelN

V]

9600 v|
Inverted v
Mot Inverted v
Disabled v|

1

All
RS232 Mode W
RTS Off v
DTR Off v

Cancel

Figure 4-11: 13 Bit Radar Out Example

Additional details for a selection of node types are provided in Section 4.2.2.

4.4.4.2 Edit Configuration Parameters User Interface Elements

Theuser interface provided for a given operation can contain any or all of the following elements

(Figure 4-12):

Logical Name RadarIn —
SIC/SAC Filter Don't Filter -

SIC 0

SAC 0

Slant Range Correction Correct -

Slant Range Altitude 30000 -
CAT 1/2 Variant EUROCONTROL -

Input Message Recording Level None -

Output Message Recording Level None v

Data entry field (character)

Spin control

Data entry field (number)

Dropdown list

Figure 4-12: User Interface Elements Example

B DataEntryFields—A data entry field is used to enter either characters or numbers for the
given configuration item. Theinformation is entered in a data entry field by placing the cursor
over the existing data and overwriting its contents. The backspace or delete keys on the
keyboard can be used to remove data from a data entry field.
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B Spin Controls—A spincontrol provides a dataentryfield fora number. A spin control has an

up arrowto incrementthat number by a pre-defined value and a down arrow to decrement
that number by the same pre-defined value. The value of the increment or decrement is
provided in thetool-tip forthe particular configuration parameter. The user canalso type over
thedatainthedataentry field to enter a different value for that configuration parameter.

Dropdown Lists—A dropdown list provides a fixed set of valid entries for the given
configurationitem. To choose an entry from a dropdownlist, click the down arrow to the far
rightandmovethecursor to the desired entry. Click the entry to highlight it. The highlight
entry is now selected.

Checkboxes—An additional element, whichis not shown in the example in Figure 4-12,is a
checkbox. A checkboxis used to select/deselect or enable/disable the associated element. A
checkmark symbol appears for a selected/enabled item.

Discard BRTQC messages flag

Drop Beacon Sector Mark msgs flag . Checkbox (not selected)
Discard Search msgs

Discard Search Correlated msgs vl

Discard Search Uncorrelated msgs 7 Checkbox (selected)

4.4.4.3 Common Features

Each configuration parameter screenhas configuration parametersthat are specific to that type of
node or sensor. Common features for all configuration parameter screens are:

M ParameterDescription Tool-tip—A mouse-over a configuration for a node type or sensor

displays a pop-up tooltip. This tool-tip providesa description of the configuration parameter
and, if applicable, other helpful information for how to use this parameter.

Inthe case of configuration parameters that require a numerical value, the acceptable range
andtheincrementvalue for its data entry field spincontrol are providedin parenthesis at the
end of thetool-tip description. Forexample, the validrange for the Primary Receiver Timeout
configuration item shown below is 4000 to 20000 and it increments by 1:

Lhscard Liuplicate Packages Uisabled ~

Check Missing Packet Disabled

Preferred Primary Disabled =

Primary Receiver Timeout S— —Jnnn illiseconds
ECGP Site Name Usage Inactive timeout for prlmal_rlx,lrar‘:lzliedver (4000 - 20000, 1)

Input Message Recording Level None

Qutput Message Recording Level None

Copy from Existing—The copy from existing dropdown list is available on each sensor or
nodeon thetop center of the parameter screen. This optionis useful when creating multiple
nodes of the sametype with the exact or similar configuration parameter settings. Rather
than enter allthe values for each parameter multiple times, the copy from existing option
provides a short-cut to setting the parameter values for a node type.
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Thedropdownlist is populated withthe (logical) names of all other nodes of the same type
as the node you are editing. Selecting a name from the list automatically sets the
configuration values identical to the selected node name. Choosing NONE from the list
means you will need to set all configuration parameters as desired for the node/sensor.

B Logical Name—Every node in a configuration data flow must have a unique name that
identifiesthat particularnode compared to any other. As well as helpingthe user distinguish
between nodes visually on the GUI, this name is also used internally by the software to
uniquely identify this node and the data it will process.

B Cancel/OK/Delete—Selectingthe Cancel buttonon the bottomof a configuration parameter
screen closesthe pop-upwindow without saving any changes to the parameters for that
node.

Selecting the OK button saves any changesto the configuration parameters and closes the
pop-up window.

The changes are only saved to the GUI, i.e, persistent on the GUI, as long as the
configuration editor is open. None of the changes are actually saved to a
configuration file until the Save or Save As... buttons are used. If changes are made
and you exit without saving, a pop-up warning will provide one last chance to
discard (OK) or keep (Cancel) changes.

A Deletebuttonis only available on the configuration parameter screen of a sensor. Selecting
the Delete button will permanently remove the sensor from the configuration.

4.4.4.4 Change Node Type

The Node DropdownMenuis used to select thenodetypefor a nodein a dataflow. Amouseclick on
thedropdown menuproduces a list of the available node types for the node of interest. The title on
each dropdown menu of a node indicates the overall category of node: INPUT, FUNCTION, or
OUTPUT. Based on this category, the node type selections will vary.
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To change the node type on a node in a data flow, perform the following steps:

5 &

v
H B Fihernet UDP."Multlcasl Multicast Inf = ‘ ( \ASTERIX CATO0S In- CA

5 | = Ethernet UDP/Multicast
FILE 1 = ASR-11 ASTERIX Heartbeat S S
= ARTS IP Gateway

Bidirectional = _m Ethernet TCP/IP

1. Locatethe node within the data flow path to change.
2. Select the node’s dropdown menu.

3. Move the mouse through the menu options to find the desired node type, which will be
highlighted in grey.

4. Click on the desired node name. The node type and name changes on the GUI.

4.4.4.5 CannotSelecta Node Type

You may find some nodetypes in the dropdownlist are greyed-out,i.e.,unavailable for selectionfor a
particular node.

As shownin Figure 4-13,several of the possible selections from the node types are greyed out to
indicate they cannot be chosen at this point in the data flow. These node types are unavailable
because they require other node types to be present in the data flow to allow for their use.
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FramerfUnframers

Specific Conversions =7
< Fillers g C FAA ASTERIX Header

LI T Tlmestamp Targets

Output Radar Types 1 Ra dar Display

*.*Hadar Ident
(ORadar Display - Radar Display 3 Add Lat Long

*S0M EOM Remover

“Generate Message

*Single Sensor Tracker

/\ f; *. *Encryption 3DES
F e 1 e " — n e 1 1] J— Lt =

Figure 4-13: Required Node Type Example

These types have
prerequisite node
types that cannot
be selected until
specific
requirements are
met

A mouse-over on any greyed out selection displays a tool tip with information stating: This node type
requires a prerequisite node type earlier in the data flow. Double-click for more details (Figure

4-14).

Mouse-over

requires a
¥ prerequisite
L node t'_.rpe

- !__-Ieader

Figure 4-14: Greyed Out Node Type Tool Tip

A double-clickon a greyed out node type displays moreinformationregarding what isrequired in the

data flow in order to configure the selected node type (Figure 4-15).
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| To use this node type, one of the following node types must be A
configured before (to the left of) the "TASTERIX CATO021 Out" node
tvpe in the data flow:

ADSB Input
1 ASTERIX CATO0E In

ATRCAT300In
ASEI11In

ASTERIX CAT001/002 In Y
ASTERIX CATO021 In

Scroll bar

ASTERIX CAT34/48 In
ASTERIX CATO062 In
ASTERIX CAT33/23 In
SSR2001C In

ASR9 In

Selenia In

CD/AMS In

XML SDO In

CD2In

CD2T In

MARI1 In

:Cl Click when
0se
finished reading

Figure 4-15: Node Info Window Example

Theuniquenodetypesthatcannot be configured a second time are similarly greyed-out from the
nodetype selectionlist. Amouse-overon a greyed-out node type produces a tool-tip stating: This
node type conflicts witha nodetype eadier in the data flow. Double click for moredetails. A double
mouse-click on a nodetypedisplays a dialogbox with further details andlists allthe node types that
cannot be configured in the data flow more than one time.

4.4.4.6 Adding aFunction Node

Thelnserta functionoptionon the Fan Control adds a new function type node into the data flow
after thediamond connector. A default,generic functiontype nodeis inserted, and this element can
be configured to the desired node type.

¢(‘Radar Display - Radar Display 2| Ev}@.(ﬂmwcnm - default = = 13.bit Radar Out - DefaullIEl"j

Inserting a node is valid only on the diamond connectors after an input type node. The Inserta
function selection is unavailable and greyed out before an input node and on the last diamond
connecter of a merged data path.

To add a new node into a data path, perform the following steps:

1. Move the mouseto the diamond connector where the node should be inserted.
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—Q FuRadar Ident - Radarle 1

-

L

N
ert a function

¢ Bt Radar Disp

2. Select the Insert a function option from the Fan Control.

3. Thenodeisinserted to the right of that connector.

—Q(ﬂRadar Ident - Radarldent 3 <%FUNCTION - defau\tlgv)é

dar Disp

4. Theaddednodeis a default,generic Functiontype node andmustbe configuredto a specific
typeof node. Use the Node Dropdown Menuto select the required node type from the menu

lists.

5. Configure the function parameters as per Section 4.4.3.

4.4.4.7 Deleting a Function Node

TheDeletea function option on the fan control removes an existing node fromthe dataflow (Figure
4-16). The function attached to the right of the selected diamond connector is deleted.

@ ¥ Show Type ¥ Show Name

[ ] Enable d:

Select to delete the
function to the right

=

L [Delete a function]

e §

STERIX CATO0S In - CAT 008n |E|"J_

The function
that would be
deleted

Figure 4-16: Delete a Function Option

The Deletea functionoptionis not valid (greyed-out) on the first diamond connector in a data path
(Figure4-17),as wellasthelastdiamondconnectorin the datapath. As such, you cannot delete an
INPUT type node or an OUTPUT type node from a data flow path.
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| Comment Path | | Undo | Redo Sys Config | v Show Type

J—-.‘. Delete function
% inactive
Tt T .
= Lt | = Fthernet UDP/Multicast - Multicast In E‘F
—

Figure 4-17: Inactive Delete a Function Option

4.4.4.8 BranchingaDataPath

TheBranch thepath option (Figure 4-18) on the fan control creates a default, generic data path
branching from the diamond connector where the selection was made.

Comment Path | | Undo | Redo Sys Config ¥ Show Type ¥ Show Name | SNMP [1 Enable
L

Branch the path|

| R e mpar STERIX CAT008 In - CAT 008 In Ev)_
path below

Figure 4-18: Branch the Path Option

This default,generic data pathmimics the pathabove from whichit was branched in the number of
nodes, butthe nodetypes themselves are not copied. Theautomatically generated data path must
be configuredwith the desirednodetypes andfurther output or merging options. A path branch is
valid on all diamond connections in a data path.

4.4.4.9 DeletingaBranch

The Deletethebranch fan control option (Figure 4-19) removes the entire data path that branches
from the chosen diamond connector.

Select to delete the :_;‘__ﬂ_ CGP Unframer - ECGP Unframer Ev).O.' *ASRY9 In - ASF

associated branch
Delete branch

Figure 4-19: Delete the Branch Option

This selectionis only valid fora diamond connectorthathasa data path branch associated with it. If
there is no branch from a connector, there is nothing to delete.
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4.4.4.10Merging Data Paths

Merging a data path into another path is done using the node dropdown menu. The Merge option is
available only on an OUTPUT type node, which is always the last node in a data path.

A data pathcanonlybe merged into a datapathaboveit in the Data Flow Configurationwindow. The
mergeinto thedatapathcan occur atany of the diamond connectors, exceptthefirst onein the path.

To merge a data path into another path, perform the following steps:

1. Onthe merging data path, select the node dropdown list on the OUTPUT node.

tadar Display 3|E|V |.< }k‘:ﬂNONE - NONE |E|VJ
tadar Display 4@0

FRNONE - NONE

OUTPUT

Bidirectional =

2. Select Merge.
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3. Apop-up with instructions, as well an option to Cancel the merge, appears.

You are merging a data path from the highlighted
connector to the data path above. Select a valid
connector in the data path above to merge into. If you

do not want to merge at this time, select Cancelg' 3

fon
-
J2-site
ration

Indo || Redo Sys Config vl Show Type ¥l Show Name | SNMP ] Enable dataflow highligh

—<>-(?§Radar Ident - Radarldent E" /\ “Radar Display - Radar Display 1 E")-O— '.;

5

GﬁNONE- NONE Ev)

<>-[“Radar Display - Radar Display 2 EV
<>—(“Radar Display - Radar Display 3 Er'

(fENONE— NONE Ev)

4. The diamond connector from the merge from location is highlighted in blue.

5. Click onthedesired location (diamond connector) forthe from data path to be merged into.
The merge to location changes to blue.

6. TheOUTPUT node of the merge datapathdisappears from the GUI and a connection from
the lower data path to the upper is displayed.

—<>-(?2Radar Ident - Radarldent ||§|V)-O—(‘Radar Display - Radar Display 1|E|V}O- =
<>-( Radar Display - Radar Display 2|E|V

Q(‘Radar Display - Radar Display 3|E|V

If necessary, a merge canbe undone by using the Undobutton (refer to Section 4.4.6.2 for details).

p—
FRNONE - NONE |E|v]

"
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4.4.4.11Deleting Data Path Merges

A mergeinto a data path canbedeleted using the fan control. The Unmergeis initiated from the data
path thatmerged into the other path. Visually on the GUI, this is a lower data path than where the
merge ends. Amouse-overon the diamondconnectorwherethe merge startsdisplays a fan control
with an Unmerge option (Figure 4-20).

<5(“Radar Display - Radar Display 5™ ’ (FENONE- NONE Ev)

Select to unmerge the
associated branch

Figure 4-20: Unmerge Option

Selecting the Unmerge optionfromthe fan control removes the visual connectionbetween the lower
data pathandthediamond connector in the other data path. An OUTPUT type node with default
configurationinformationis available for this data path (Figure 4-21). The OUTPUT node must be
configured to a valid output node type.

é(eptadar Display - Radar Display 3 E").<>. E‘v’l
OUTPUT node of

unmerged branch

<>{&Radar Display - Radar Display 4| E"}<>‘(" QUTPUT - default E‘)

Figure 4-21: An Unmerged Branch

4.4.5 Sensor Configuration

If a sensor/siteis necessary forthe configuration,i.e.,a nodetypethat depends on site information
to function properly, a sensor can be created via one of the following ways:

B Selectingthe New sensoron thedisplayand manually configuring the sensor parameters.

B TheGUIwillautomatically create a sensor foryouwhena Serial Output node type is used and
thefile is saved.
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To create a new sensor, perform the following steps:

1. Click on the sensor labeled New in the Sensor Configuration Section.

Sensor Configuration

Click to delete

Hep e

New J1-site J2-

2. The Sensor Config screen is displayed.

‘(C Sensor Config

Logical Name = 3
Site Name ' SAA | j
Radar ID | 4 = 10 |
Site Type 0 None v |
Site Region None v
Site Location Number ! 1 I
Radar Scan Rate 1120 | seconds |
ASRS True North Offset 1o B3 Acps
BRTQC Azimuth Offset Io B3 aces!
SRTQC Azimuth Offset \o B3 acpd/
N o o o —_—e a7
5
—
6
—

3. Enteraunique,meaningful name of at least one character to distinguish this sensor from
other sensors in the Logical Name data field.

4. Choose a unique identification number in the Radar ID parameter.
5. Change other configuration parameters as desired for the sensor.

6. Click OK to confirm changes.
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7. The new sensor with the name provided in step 2 appears in the Sensor Configuration
Section.

Sensor Configuration

New J1-site J2-site New Sensor 01¢— 7

A sensor in the Sensor Configuration Section can be associated with a particular serial input or
functionnode by selecting the name of the sensor from the Radar ID dropdown list in the input or
function node configuration.

4.4.6 DataFlow Ul Controls

The data flow Ul controls provide a set of options that can be used to change/control what is
displayed and how the data flow is shown on the user interface screen.

4.4.6.1 CommentPath Button

The CommentPath button allows you to annotate a node of your choice within a data path. The
annotations are displayed above the node.

To enter an annotation, do the following:

1. Click on the Comment Path button. A pop-up message stating, Select a node to add a
comment, appears.

Select a node (o add a }
comment Click to cancel

Cancel
Sensor Configuration I:F\ request

YT oW L,

New J1-site J2-site New Sensor 01 - | 1
- |

7z | N
{
Data Flow Configuration /
P4
CommeanathE' 1 = “Sys Config + Show Type & Show Name = SNMP Enable dat

—?(ﬂRadar Ident - Radarldent |E|‘Vj-<>-(0Radar Display - Radar Display 1|E|V}
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2. Click the desired node.

Data Flow Configuration
3
CommentPath | | Undo || Redo Sys |@ Show Type & Show Name | SNMP

v
I “Radar Display - Rad

o “Radar Ident - Radarldent K
Radar Ident Radarldent}

3. Typeinthe desired comment. Press Enter when finished.

To edit an existingcomment on a data path, repeat the steps above, or double-clickon the comment.
The comment can be deleted by double-clicking on the comment, deleting the text, and pressing
Enter.

4.4.6.2 Undo and Redo Buttons

The Undo and Redo buttons (Figure 4-22) allow the user to undo an action or revert the undo,
respectively. These buttons toggle between each other.

- - - -

New J1-site J2-site New Sensor 01

Data Flow Configuration
Redo becomes an
Comment Path | | Undo | Redo Z,2wis | option ifyou Undo & | SN
an action

/\ rmn—..-i..r Idnnt Dadarldant I.:n-\ /\ [ &aoc.a. nicn-

Figure 4-22: Undo and Redo Buttons on Data Flow Configuration

If an action was undone, the Redo button is available, while the Undo button is greyed-out. If an
action was re-applied, the Redo button is greyed-out, while the Undo button is available.

Example: A function nodeis deleted from a data path by mistake. The Undo button is
available for selection and pressing this option causes the node to appear in
the data flow again.

Anundoisfiveactions deep, meaning you can press the Undo button up to five times to undo or
back-out the last five changes to the data flow.

The following actions can be undone with Undo:
B Deleting a node from a data path
B Adding a node to a data path

B Branching a data path

77



SURELINE CORE USER'S GUIDE

B Deleting a branch
B Adata path merge

B Unmerging a data path

Modifying the configuration parameters of a node in the data flow deletes all
previous actions possible for an undo on a data flow. You cannot undo a previous
action if the configuration parameters have been edited.

4.4.6.3 Show Type Checkbox

The Show Type checkbox is used to display (checked) or not display (unchecked) the node typein
eachnodeontheGUI. This option is appliedto allnodes in the data flow. By default, the Show Type
control is checked (Figure 4-23).

- - -
New J1-site J2-site N Show Type is

checked by default

Data Flow Configuration ' 4

Comment Path | | Undo | Redo Sys Config ¥ Show Type ¥ Show Name IE

/\ r:'.ﬂn—..-i..r Idant Dadarldant I.:n-\ /\ [ &o .- nicais
Figure 4-23: Show Type Checkbox on Data Flow Configuration

This option canbeused to shorten the length of data flow paths when viewing longer data flows to
avoid having to scroll right or left to view the entire path in the data flow window.

4.4.6.4 Show Name Checkbox

The Show Name checkbox is used to display (checked) or not display (unchecked) the node name,
whichisthelogicalname provided by the user to identify that particular node in each node on the
GUL. Thisoption is applied to allnodes in the data flow. By default,the ShowName control is checked
(Figure 4-24).
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- - - -

New  J1i-site J2-site New Sensor 01 Show Name is
checked by default

Data Flow Configuration

Comment Path | | Undo | Redo Sys Config ¥ Show Type ¥ Show Name | Sh

/\ rmnn,«" Idnnt Dadarldant I.:n-\ /\ [ &aoc.a. nicn-

Figure 4-24: Show Name Checkbox on Data Flow Configuration

This option canbeused to shorten the length of data flow paths when viewing longer data flows to
avoid having to scroll right or left to view the entire path in the data flow window.

4.4.6.5 Enable Data Flow Highlighting Checkbox

For a long, complicated data flow with multiple inputs with branching and/or merging, it can be
difficult to follow the flow of data from one node to another when viewing it all on the GUI. The
EnableData Flow Highlighting control can aid in visualizing how data moves through a path by
displaying a cyan colorhighlightstarting at a selected node until the output node for the data. By
default, the Enable Data Flow Highlighting control is unchecked.

To enable the highlighting, do the following:

1. Click the checkbox control.
Redo Sys Config ¥ Show Type B Show Na1_b—->|:| Enable dataflow highlighting 9\

I A
108 \nlEV />(?iRadar Ident - Radarldent |EV)-O(“RNN Disg
>{ﬁRadar DisplayTRadar Display 2| Ev}O{ﬂNONE - N
2
>-( Radar Di Display 3|EVJ-O-(FENONE - N(

(]
P i AN p—

2. Move the mouse pointer onto a node in the data flow path.
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3. Thecyan colored highlight appears from that node to the corresponding output node.

Redo Sys Config ¥ Show Type & Show Name | SNMP ¥ Enable dataflow highlighting| &,

(ﬂRadar Ident - Radarldent |EV}Q(0Radar Display - Radar Display 1

~
Ev}<>.(ﬂ~omz

"7 Radar Display - Radar Displayz FRNONE - NONE

I
Radar Display Radar Displa

5B

( Input Output

A
N

4.4.6.6 Zoom In and Zoom Out Buttons

The Data Flow Configuration window is a fixed display size on the GUI. Longer data paths with
multiplenodes maynotbevisiblein the provided window and scrollingleft-right or up-down may be
necessaryto view the entire dataflow. The ZoomIn and Zoom Out controls (Figure 4-25) enlarge or
shrink the visuals in the Data Flow Configuration window to enhance visibility.

nfiguration

v

] [[unds || Redo | [ SysConfig | [ Show Type & Show Name | SNuP O Enable datafiow highlighting | &, || @ Zoom Out

1 UDPMUIBEE! - Multicast "'|E'}<>‘( *RSTERIX CATODS I - CAT D08 mlgv

~
(ﬂia::- went - Radanidznt |E"}0(~RMZFDEF\E}'- Ragar Dispiay 1‘Ev}<

(“ia::' Dispiay - Ragar DEplay :IE-}O_(WCNE- NONE ‘E-—J

(“ia::' Dispiay - Ragar DEplay :.lEv}O_(':]WCNE- NONE ‘E-—J

@702 Diepiy - Ragar Depiay

<>-(ﬂace: Unframes - ECGP ummarl E'}<>‘(_ ‘ASRA In - ASRS u{ v

o

BRINONE - NONE e

Main window
at maximum
zoom out

Revert To Saved

Save File As

Figure 4-25: Zoom In and Zoom Out Buttons

4.4.7 Edit System Configuration Iltems

The Sys Config and SNMP buttons (Figure 4-26) provide the configuration parameters that can be
used to configure a wide range of options, including the following:
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M Unit redundancy
M Message throttling
B Enhanced data recording

B SNMP traps

System configuration
items
ration —

Indo || Redo Sys Config ¥ Show Type & Show Name |—SFH\F| [ Enable dataflov

nnnnn HNDMAGKiAact Malticact |n|l=|-\ /\ r LAQTEDIY MATNIN2 In MAT NNS |n|l=|J
Figure 4-26: Sys Config and SNMP Buttons

These configuration parameters are storedin the XML configuration file alongside the data flow. A
different, unique set of system configuration items can be created per configuration file.

The subsectionthat follows describesthe configuration items provided under the Sys Config and
SNMP buttons on the Configuration Screen.

4.4.7.1 Unit Redundancy

Unit redundancy is configured by selecting the Sys Config button on the configuration GUI when
editing or creating a configuration file. Refer to Section 7.1 for additional information.

4.4.7.2 Message Throttling

The messagethrottling featureis configured by selecting the Sys Configbutton on the configuration
GUlwhen editingor creatinga configurationfile. By default, message throttling is disabled. To enable
this feature, set the Message Throttling parameter to Enabled.

The configuration parameters for message throttling and queue monitoring include Message
Throttling, Message Throttling Site ID, Message Throttling Trap Report Interval, TIS Threshola,
Preoverload Threshold, Overload Threshold, Retumto Normal Threshold and Return to Preoverload
Threshold.

Message throttling involves monitoring a fixed size First In First Out (FIFO) queue and dropping
incoming messages based on 1) priority and 2) queue depth overload conditions. Additionally,
messages will be dropped based on their configured time in storage (TIS) value.

Messages are designated as having one of four priorities, with Priority 1 being the highest. The
messages, based on priority are:

M Priority 71— Beacon Real Time Quality Control (BRTQC), Search Real Time Quality Control
(SRTQC), Status, Strobe, Beacon Emergency.
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B Priority 2- Non-emergency Beacon.
W Priority 3 - Search.
W Priority 4 - All other messages (including Weather).

Priority 7Tand Priority 2messages are neverdropped,and Priority Tmessages aretransmitted ahead
of Priority2messages. Priority 3messages will be throttled if, and only if, throttling the lowest priority
messages ( Priority4) does notreturn the message throttling queue to its pre-overload condition.

The overload (including pre-overload) configuration parameterscontrol both the application software
and the SNMP traps thatare generated when the overload condition changes. For a description of
the SNMP traps related to message throttling, please refer to Section 4.4.7.4.

The Preoverload Thresholdparameterindicates the queue depth full percentage at which Priority 4
messagethrottlingcommences. An SNMPtrap notificationis sent in orderto notify the user that this
condition has been met. Throttling of Priority 3 messages will commence upon reaching the
Overload Threshold (and an SNMP trap notification is sent).

The Returnto Preoverload Thresholdparameterindicates the queue depth full percentage at which
the cessation of Priority 3 message throttling occurs. An SNMP trap notification is sent upon
reachingthis threshold. The Returnto Normal Threshold parameter indicates the queue depth full
percentage atwhich messagethrottlingof Priority4messages willcease. An SNMPtrap notification
is sent upon reaching this threshold.

4.4.7.3 Data Recording

The data recording capability of the device supports Peripheral System Analysis and Recording
(PSAR), raw (binary), and packet capture (PCAP) data recording formats.

Therecording format is set with the Data Recording File Type parameter, and may be any of the
following:

B Raw - Creates a .datbinary recording file.

B PSAR Flat - Creates a non-circular (flat) . psarrecording file.
B PSAR Circular - Creates a single, circular . psarrecording file.
W PCAP (Wireshark/TCPDump) — Creates a . pcap recording file.

All files, regardless of format, are created with the filename sunlogDDMMYYYY-HHMMSS, where
DDMMYYY-HHMMSSis replaced by the day/month/year-hour/minute/second of the recording (in 24
hour format). This filename can be prefixed with customizable text by settingthe Data Recording File
Prefix parameter.

By default, the maximumrecording file sizeis 2 MB. For all file types exceptthe circular PSAR file, the
file will be closed upon reaching its maximum file size, and a new recording file will be created.
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On devices with anOSversion of 3.x.x or higher,thefile sizeand the ability to automatically upload
the data log file to a separate server location are also configurable. The maximum log file size is
modified by changing the Data Recording File Size parameter. The server upload settings are
configured through the Data Recording Upload series of parameters. Currently, the only upload
mechanism supportedis File Transfer Protocol (FTP). With this feature enabled, all recorded data
fileswill beincludedinthelogs andsentto the FTP serverwhen the system software is restarted or
when the maximumfile sizeis reached, except forthe circular PSAR files, which are only uploaded
when the system software is restarted.

The current OS version can be found on the About page (refer to Section 2.4).

The data recoding control parameters are configured by clicking the Sys Config button on the
configuration GUI when editing or creating a configuration file:

Sensor Configuration

m mxmx

- - -

New J1-site J2-site

Data Flow Configuration

Comment Path Undo Redo

Sys Conﬁga = P

O’('ﬁ[ 5 Ethernet UDP/Multicast - Multicast In| E‘VJQ( =ASTERIX CATO08 In - CAT 008 Inlgv)i

The data recording options are described in Table 4-5.

dataflow hi

Table 4-5: Data Recording Control Parameters

Configuration Parameter

Description

Data Recording File Prefix

The file name prefix.

Data Recording File Size

The file size. Values are between 2000 — 10,000,1.

Data Recording File Type

File typeoptions are:
e Raw
e PSARFlat
e PSAR Circular
e PCAP (Wireshark/TCPDump)

Data Recording Upload Type

Optionsare FTP or SFTP.

Data Recording Upload User Name

The upload user name.

Data Recording Upload Password

The upload password.

Data Recording Upload Server

Address of the server to upload recordingsto
(format: #.#.#.#).

Data Recording Upload Location

The upload path.

Data Recording Upload2 Type

The secondary upload user name.
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Configuration Parameter Description
Data Recording Upload2 User Name | The secondary upload password.
Data Recording Upload2 Server Address of the secondary server to upload recordings

to (format: #.#.#.4).
Data Recording Upload2 Location The secondary upload path.

4.4.7.4 TCP/IP Retries

Therearetwo entries forTCP/IP Retries: 7TCP/IP Retries 7and TCFP/IP Retries 2. TCP/IP Retries 1 is
the number of times TCP will attempt toretransmita packet normally, with a Linux default of 3, and
rangeof 1 —100inincrementsof 1. TCP/IP Retries 2is the maximum number of times a TCP packet
is retransmitted before giving up, with a Linuxdefault of 3,and range of 1 — 100 in increments of 1.

44.7.5 SNMP

The SNMP management station IP addresses and system traps are configured by selecting the
SNMP button on the configuration file editing screen. For a discussion aboutthe SNMP features and
Management Information Base (MIB) contents, refer to Section 10.

Up to seven different SNMP management stations canbe configured by entering a valid IP address

in dot notationin the SNMP Mgt Station IP Address data entryfields. You can also enable or disable
the SNMP traps generated by the system.
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5. USERAND RSA KEY ADMINISTRATION

Inthis Section you gaina deeperunderstandingorf SureLine Coreuseraccounts andRSA
keys andtheirmanagement

User accounts,user accountadministration, related useraccount security concerns andlogin issues,
and RSA key administration are described in this Section.
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5.1 User Account Management

To add or delete users who have access to the device, reset a user’s password or password
expiration (timeout), or set the minimum required password length, select Account Management
fromthe Administrationmenu (RICI menushownin the example). Onlyan Admin userhasaccess to
this function.

Administration

Network Config

Security

Jcto "0

- Account Management

(

Change Password

ratic ‘ac
SNMP Management

irrer

License Management
zthe

' Create RSA Key I

—— Download RSA Public —
Key

Download RSA
SoL Private Key

Once Account Management is selected, the login window is displayed:

User Account Management

User ID  Admin

Password |

Trouble Logging In?

Once the Admin user enters their password and presses the Verify button, the User Account
Management screen is displayed (Figure 5-1).
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User Account Management

Operation [Add a user v| ” Min Password Length: ” 0 H
User ID I
Password || Security || Logged || Total
Group [Maintainer ] User Group Expiration || Question™ || In? Sessions
Password |:| Admin Admin || Not Set Not Set Yes 3
Re-enter Password |:| TestMaintainer || Maint || 120 day(s) || Not Set No 0
TestOperator || Oper | 10 day(s) | Not Set No 0

Password Expiration |:| (0 - 120 days)

[Mote: 0 = never]

*Note: An individual user can set/reset security question/answer by

selecting Change Password from the Security menu.

Figure 5-1: User Account Management Screen Example

The User Account Management screen displays current system users, user groups (user role
permissions), password expiration status, login status, and the total number of associated login
sessions on theright side of the screen. User account management functionality is provided by the
options located on the left side of the screen.

5.1.1 User Role Permissions

Role permissions define what GUI items are accessible for any given login. Table 5-1 provides a
summary of the user role permissions associated with each user type.
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Table 5-1: User Role Permissions

User Permission Group Administrator | Maintainer | Operator
(Admin)
Information Menu Yes Yes Yes
Status Yes Yes Yes
Logs Yes Yes Yes
Download Logs Yes Yes [ No |
Download MIB Yes Yes Yes
Radar Display Yes Yes Yes
Real-Time Data Display Yes Yes Yes
Configuration Menu Yes Yes Yes
New Yes
Edit Yes
Edit Active Yes
Edit Live Yes
Set Active Yes
Manage Configs Yes
Administration Yes
Network Config Yes
Security Yes
Account Management Yes
ChangePassword Yes
SNMP Management Yes
License Management Yes
Create RSA Key Yes
Download RSA Public Key Yes
Download RSA Private Key Yes
Manage ADSB
(Longport and Yes
Margate || ADS-B only)
System Menu Yes
Go Standby/Go Active Yes
Reboot Yes
Restart Software Yes
Shutdown Yes
(SGP only)
Upload Data Yes
Flash OS
(Does not apply to SGP) e
About Yes
LogIn Yes Yes Yes

5.1.2 Add a User

Thedefault operationon the User Account Management screenis the Add a user selection. Toadda
new user, do the following:
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Operation [Add a user vie 1
User ID | ¥ 2
orou 3
Password | 1¢ 4
Re-enter Password | + 5
Password Expiration | 0-120 days) 6

Note: 0 = never]

Add User ]]: 7

1. Select Add a userfrom the Operation pull-down.

2. EntertheuserID. Theuser|Dis casesensitiveand muchbebetween fourand16 characters
in length.

3. Select theuser’'s group: Administrator,Maintainer (default), or Operator. Refer to Table 5-1
for each role’s permissions.

4. Enterthepassword. The password is case sensitive and must be at least the length of the
Min Password Length value (refer to Section 5.1.5).

5. Re-enter the password.
6. Setthepasswordexpiration,which is units of days fromthe momentthe new useris created.
Avalueof 0 setsthe passwordto neverexpire. If the user password is reset or changed at

some point in the future, the expiration timer is also reset.

7. Select Add User. The message “New user account successfully created!” appears and the
user name is shown in the user list along with all of the other existing user names.

5.1.3 Delete a User

The second operation on the User Account Management screen is the Delete a user selection. To
delete an existing user, do the following:
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Operation [Delete a user v 1

User ID | < 2

Delete User ]]: 3

1. Select Delete a user from the Operation pull-down.

2. Enter the user ID to delete.

3. Select Delete User. The message “User account successfully deleted
name is removed from the user list.

appears and the user

5.1.4 Change Settings

Thethird operationon the User Account Management screenis the Change settings selection, which

allowsyouto change a user'sassociatedgroup (permissions),reset a user's password, or change a
user’s password expiration:

Operation [Change settings vie 1
User ID | ¥ 2
v Reset vl Password IChange 3
Password Expiration Group
G N
Group [Maintainer v|
Password | |
4
Re-enter Password | |
Password Expiration | | (0 - 120 days)
N_ [Note: 0 = nevey
Change Settings jﬁ 5

By default, allthree optionsare selected: Reset Password, Password Expiration, and Change Group.
UncheckingResetPassword removes the Passwordand Re-enter Password options, unchecking
Password Expiration removes the Password Expiration option, and Change Group removes the
Group option.

To change a user’s settings, do the following:
1. Select Change settings from the Operation pull-down.

2. Enter the user ID whose settings you wish to modify.
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3.

Uncheck any user properties you do not wish to change at this time (Reset Password,
Password Expiration, or Change Group).

. Fillin the applicable information.

Select Change Settings. The message “User account setting(s) successfully changed!”
appears and the user’s updated settings are reflected in the user list.

5.1.5 Change Password Settings

Thefourthandfinal operationon the User Account Management screen is the Change password
settings selection, which changes the minimum password length for all newly created users.

Operation [Change password settings “v{¢— 1

Min Password Length| 637 chars) 2

| Change Password Settings I: 3

If Complex Passwordsis enabled from the Security pull-down, additional password
criteria will be required. Refer to Section 9.1.3 for details.

To change a user’s settings, do the following:

1.

2.

Select Change password settings from the Operation pull-down.
Enter the new minimum password length as a number between 6 and 32 (characters).
Select Change password settings. The message “Minimum password length successfully

changed!”appears and the Min Password Length indicator above the user list is updated
with the value entered.
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5.1.6 Changing Passwords and Security Questions

Maintainers and Operators are able to change their own passwords and security questions by
selecting Change Password from the Systemmenu.

Administration

Metwork Config
Security
to 0
Account Management
(
# Change Password
itic a
SMMP Management

st

Once Change Passwordis selected, the User Password Management login window appears. The
user enters their current password in the Password field, then presses the Verify button:

((C Change Passworc

User Password Ma

User ID  TestOperator
passors ]

Trouble Logging In?

Close
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Once verification is successful, the Change Password screen appears:

‘((_ Change Password X

User ID TestOperator

MIChange password Ml Set security question (currently, NOT SET)

Passrd E— -
i

T

Security Question ‘What was the color of your first car? v|

Security Answer ‘ | I

Change Settings

[

Two options areavailable. The first option is disabling the ability to change the password in that
moment by unchecking Change password. The second option is disabling the security question
requirement by unchecking Set security question.

If a security question is not set, then the user will not be able to recover their
password, if needed, in the future.

Once any modifications to those two optionshave been made, if Change password is still checked,
theuserthen enters theirnew password, re-entersit for verification, then confirms with the Change
Settings button.

Once all changes are confirmed, the message “User account setting(s) successfully changed!”
appears. The Change Passwordscreencan then be closed by pressing the X or the Done buttons.

5.1.6.1 Loginlissues — IncorrectUser ID or Password

Ifaninvalid UserID or Passwordis enteredon thelogin screen, a messageindicating “User name or
password invalid.” is shown (Figure 5-2).

93



SURELINE CORE USER'S GUIDE

User name or password invalid.

User ID  |Admin |

Password | |

Log In View Status

Forgot Password ?

Figure 5-2: Invalid User Name or Password Message

If the password has been forgotten and a security question has previously been set (refer to Section
5.1.6forinstructions on setting a security question), click the Forgot Password? link. A series of
three prompts walks the user through the process for entering a new password by answering a
security question.

5.1.6.2 Loginlssues — Password Expired

A passwordexpiration time canbe configured for each user via the Account Management option
(Section 5.1). If theuser password has expired, a prompt indicating “Your password has expired!
Please reset password” is displayed on the login screen.

To reset thelogin password, click the Reset Password link, then follow the remaining instructions.
Upon success, the message “User password successfully reset!” is displayed.
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5.2 Creating and Downloading RSA Keys

If RSA public and private keys need to be created, select the Create RSA Keys option fromthe
Administration menu.

Administration

Network Config
Security

2 Y
Account Management

Change Password

I

SNMP Management

License Management

- Download RSA Public -
Key

Download RSA
L Private Key

Once selected, a confirmation screen is displayed:

T Rsa keys are created

ESA public/private kevs are created.

After the confirmation screen is displayed, click Close to return to the Status screen.
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5.2.1 Download RSA Public Key

After creation of the RSA keys (see Section 5.2), you can download the public key by selecting
Download RSA Public Key from the Administration menu.

I Administration E|

Network Config
Security
Account Management [

Change Password

=]
LY

SNMP Management
License Management
I Create RSA Key I

Download RSA Public —

Fhey

Download RSA
o Private Key

During download, the Download RSA Public Key dialog appears,thena dialogoptionto open or save
the pub file.

‘(( Download RSA Public Key

Click ifthe open/save dialog Downloading RSA public key. If the download has not started, try this
fails to start oris i ownload RSA Public Key.
accidentally dismissed

After the file is accessed,
Close click here to retum to the

previous screen

Thepublic key, once createdanddownloaded from the device, needs to be uploaded to the target
Linux serverin orderto exchangethedatarecordings. After downloading /id_rsa.pub, consult your
server documentation to install the public key on your file server.

Under sysconfig on the DataFlow Configuration screen (see Section 4.4.1), there are entries for Data
Recording Upload Serverand Data Recording Upload L ocationforup totwo serveraddresses. This is
thelP addressof the Linux server and the directory where the data recordings will transfer to via

SFTP.
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5.2.2 Download RSA Private Key

After creation of the RSA keys (see Section 0), you can download the private key by selecting
Download RSA Private Key... from the /nformation menu.

‘ Administration EI

MNetwaork Config
Security
Account Management

Change Password

e

SNMP Management
License Management
I Create RSA Key I

- Download RSA Public -
Key

. Download RSA
L Prvate Key
L
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During download,the Download RDA Private Keydialogappears, then a dialogoption toopen orsave
the /id_rsafile.

(( Download RSA Private Key

Clickifthe open/save dialog [ovnloading RSA private kev. If the download has not started, try this

fails to start oris i dovwnload BSA Private Kev.
accidentally dismissed

After the file is accessed,

Close click here to retum to the
previous screen

P

The privatekey (/id_rsa), once createdanddownloaded from the device, needs to then be uploaded

via Upload Data to either the same device or any other unit performing SFTP data recording file
transfers to a Linux server.

Under sysconfig on the DataFlow Configuration screen (see Section 4.4.1), there are entries for Data
Recording Upload Serverand Data Recording Upload L ocationforup totwo serveraddresses. This is

thelP addressof the Linux server and the directory where the data recordings will transfer to via
SFTP.
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6. SPECIALFEATURES

Inthis Section, youlearmabout sorne of theless frequently used secondary features of
SureLineCore.

Special features,which are describedin this Section, including uploading select data, updating the
operating system, and activating licensed functionality (new or additional features).

6.1 Uploading Data

To transfer files to the device, select Upload Data from the Systermmenu.

m

Reboot

Restart Software

Flash OS5
About

Log Out

i

Thefiles areplaced intheirproperlocationbased on the type of file being uploaded. The allowable
file types are:

B Geographical filter description files (.po))

B Configuration files (.xm)
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B Softwareupdates (upd_fs.tar,or,for versions 6.0.0 and above, platform_#_#_#.sun, where
platform represents rici; longport, ventnor, or sgp, respectively, and # indicates version
number)

B Plug-ins (.s0)
B Raw data recordings (.da?)

B Radar definition file (radar. inj)

Network profile export/import is supported using the systemConfig.xmi, download
logs, and data upload features. This is saved when the logfile is downloaded and
can be extracted from the .zar file, modified in a text editor, and re-uploaded to the
device. This provides the ability to copy or quickly modify the network configuration
page’s contents offline for field deployments from unit-to-unit.

Once Upload Data is selected, the Upload Data window appears:

C uptoad Data

Select File to Upload

Browse. .

Close

Usethe Browse buttonto search onthe connected workstationfor the fileto upload. After selecting
the filg, click the Upload button to transfer the file to the device. Should an attempt be made to
upload aninvalid file type, the message “Error filename.extis an invalid file to upload” is displayed,
and buttons to Upload another file or to close the dialog (Done) are provided.

For software updates, after the file has been successfully uploaded to the device, you must reboot
the system in order for the software update to take effect.
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6.2 Activating Licensed Functionality

Several dataconversions and other functionality (e.g., CV4400 emulation) require license codes to be
activated. This activation requires interaction with Sunhillo’s technical support team. To activate a
licensed function, select License Management from the Administration menu.

‘ Administration EH

Netwark Config
Security

Account Management
Change Password

SNMP Management

License Management

I Create RSA Key

- Download RSA Public -
Key

Download RSA
| Private Key

h_"J
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Once License Management is selected, the Add License Codewindow appears:

¢ acd License coce X

MAC address 1s 00:16:43:80:04:02
Site license limit 15 1024

License features:

1 Tier 2 Functionality Activated
VIRTUAL_RADAR

1 Encryption 3DES Plugin Functionality Activated
Single Sensor Tracker Plugin Functionality Activated

{ Please enter License Code:

Add license code

To obtain a license, contact Sunhillo Corporation sales at:

444 Kelley Drive

| West Berlin, NJ 08091

| (856) 767-7676

{ EMAIL : sales@sunhillo.com

Close

FTCATT TSI R ™ ™

The License featuresfield displaysthe active license features on your system. If you purchased Tier
licensing, then the text “Tier xFunctionality Activated” (where x= 1 or 2) is displayed.

Thelicense codeis a unique, encrypted key. Once you have obtained your license code, enter it into
the field below the Please enter License Codetext, then click the Add license code button. If an
invalid license codeis entered, the message “Failedto addLicense Code: code’ is displayed before
returning to the Add License Codewindow.
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6.3 Flashing the Operating System

To re-flash (update) the operating system, select Flash OS from the Systemmenu.

ISYST-

Reboot

Restart Software

1
Upload Data

Flash OS% —
I

About
i

Log Qut

T

Once Flash 0S is selected, the Flash OSwindow appears:

I Select OS Image

Browse...

Close

Thefiletobeuploadedcanbetypedinthetextentryfield nexttothe Select File button, or the Browse
buttoncanbeusedto search forthefile on the drive of the connected computer. Once the filename
hasbeen entered, click the Upload buttonto transfer the OSfileto the device. Should an attempt be
made to upload an invalid OS image, the message “File Upload Failed” is displayed.
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6.4 Managing ADS-B Receiver Modules in Longport

If a Sunhillo ADS-B receiver module is present in the Longport chassis, the Administration menu
displays the Manage ADSB option.

Administration

Network Config
Security

Account Management
Change Password
SNMP Management
License Management
Create RSA Key

g Download RS3A Public E
Key

Download RSA
Private Key

> Manage ADSB

.

The ADS-B receiver moduleis controlledby one or more PCMs, and this relationship and the ADS-B
module itself are configured through the Manage ADSB screen:

Available ADSB Cards

M5 | 600510011007 1.A 2.1 |0.1.3 Online g,’i}; Airborne | Receiving

ADSB Card in Slot M5 Status
Mode : Online
Time of last update: 10/02/2017 17:50:48.146479
RF Messages Received by the ADSB Card:

Number of 1090 Messages Received: 12655033
Number of UAT Messages Received: 42693
Number of GPS Messages Received: 1211856

Change Modes:

Maintenance:

Set MTL Update Firmware
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Details regarding the installation of the ADS-B receiver module are provided in the
ADS-B receiver installation manual, SUN2905_2 — ADS-B Receiver Processor Card
Module Operations Manual, which was shipped with the module.

Thetop portion of the Manage ADSB screen presents status as reported by the ADS-B receiver. The
Slot information denotes the Longport chassis slot number (reading fromleft to right from the front
side of the chassis) in which the receiver resides (note that slot information is omitted on the
Margate Il ADS-B page).

The bottom portion of the screen has buttons for controlling the ADS-B receiver. To take a card
offling, click the Offline button. A warning dialog is displayed. Click OK to take the card offline or
Cancel to retain its online status.

To bring a cardonline, click the Online button. Awamingdialog is displayed. Click OK to take the card
offline or Cancel to retain its online status.

The Mean Threshold Level (MTL) sets the level at which the receiver distinguishes a good signal
fromnoiseand is used to adjustforcable/amplification differences. The higher the MTL value, the
higher the signalhastobeabovethefloorto beaccepted. In orderto adjust this value, click the Set
MTL button to display the Set MT7L dialog:

ADSB MTL Configuration

The Mean Threshold Level (MTL) sets the level at which the receiver distinguishes a
good signal from noise and is used to adjust for cable/amplification differences. The
higher the MTL the higher the signal has to be above the floor to be accepted. There are 2
recommended settings: one for a setup with an amplifier and the other for a setting
without an amplifier. You may also enter a custom MTL value by typing 1t in the MTL
input.

Recommended Settings: [With Amplifier V| MTL |144 | (0-1024)

Close

There aretwo default recommended settings,onefor an antenna with an amplifier and one for an
antenna without an amplifier. These are selected by clicking the dropdown arrow in the
Recommended Settings field. A third option, Other, appears in this dropdown. If this option is
selected, the value entered into the MTL field is used.
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Updatestothe ADS-Breceiver firmware are managed by Sunhillo and are delivered electronically to
customers in the event of a bug fix or if the card is under warranty and is eligible for firmware
enhancements. Thefirmwareis loaded onto the ADS-B receiver under the control of the Longport
PCM.

To update the ADS-B firmware:
1. Click the Update Firmware button.
2. Adialog window appears warning that the receiver will go offline. Click OK.

3. Inthe Upload Firmwaredialog, typein or browse to the *. adsb file to be downloaded to the
ADS-B receiver module.

4. ClicktheUploadbutton. The UploadFirmwaredialog displays with a progress bar showing
the download file progress.

Upon completion, the Upload Firmwaredialog displays “Upload Successful” (in place of the “Flash
phase” message). Click the Done button to exit the Upload Firmwaredialog.

6.5 Accessing the Sunhillo Terminal User Interface
(STUI)

For low bandwidth connections or as an alternative to the GUI, you can use a serial connection,
Telnet, or SSH into the device to access the STUI. The STUI allows access to most of the same
features asthe GUI, save forthe Functional Configuration (Section4). A unique function, Technical
Support, described in Section 6.5.1, is also listed on the STUI menu, allowing for standard shell
access in coordination with Sunhillo Technical Support (referto Section 1.2) for issues that can’t be

resolved through normal methods.

Account Management options in the STUI menu are specific to the STUL. In other
words, user accounts created or modified in the GUI do not apply to the STUI, and
vice-versa.

If enabled through the GUI (see Section9.1), Telnet or SSH connectionsare available on the Ethernet
ports, as well as a serial connection through the Maintenance (Maint) port. While most terminal
programs should work, file transfers require a terminal program that supports the ZMODEM file
transfer protocol.
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Example steps forconnecting over SSH with the free, open source terminal emulator, 7era 7erm, are
as follows:

1. Start Tera Term.

2. The Tera Term: New Connection window appears.

Tera Term: New connection ‘ pr——

@ TCPAP it 1l 192.168.83.1 EE
V]

[¥| History B
TCP portl: 22

Service: O Telnet
S5H 55H version: (S5H2 - &
) Other

Protocol:

UNSPEC =4

Serial Port: ’ v]

.:hDK | Cancel | | Help |

3. Enterthe IP address of your device under Host:.
4. Verify SSH is selected under Service:.

5. Verify the TCP port#:.

6. Verify the SSH version:.

7. Set the protocol to unspecified (UNSPEC).

8. Click OK.
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9. The SSH Authentication window appears.

-

55H Authentication <=— 9

A
Logging in to 192.168.83. 165

Authentication required.

User npame:  Admin <} 10

Passphrase:

[ Forward agent

(71 Use plain password to login

IUse rhosts to log in (S5H1)

11

() Use Pageant to log in

Remember password in memory

(0) Use RSA/DSA/ECDSA/ED25519 key to login | Private key fle:

Local user name:

Host private key file:

P& Use chalenge/response to log in(keyboard-interactive)

[ Disconnect

[ e

L

10. Enter Admin under user name.

11. Select Use challenge/response to log in(keyboard-interactive).

12.Click OK.
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13. The SSH Authentication Challenge window appears.

-
55H Authentication Challenge = 13 I—EE-]
Logging in to 192, 168,83, 165
Password:
14 :.-------l
15 —[—> QK ] | Disconnect
L A

14. Enter Sunhillo (password).
15. Click OK.

16. The terminal window appears, with all STUI menu options accessible.

-

B 192.168.1.1 - Tera Term \T#———1 16 EE=

Eile Edit Setup Control Window Help
RICT
"i" for UP and “k* for DOHN

Hanagenent

ical §
About
Lo gout

b

Unlikelogging outthroughthe GUI, which still displays basic status information, selecting Logout on
the STUI menu terminates the connection.

6.5.1 Technical Support Option

For issues that can’t be resolved through normal methods, you will need to gain access to the
standard shell prompt. Do the following:
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1. Highlight Technical Support on the STUI menu and then press Enter.

-

B 192.168.11- Tera Term VT =] B [

File Edit Setup Control Window Help
FILI -
I for UP and kT for DOHW

"

2. Useyour mouseto leftclick on and select SupportCode until all of the letters and numbers

are highlighted.
B 192.168.1.1 - Tera Term VT | B
File Edit Setup Control Window Help

RICI ~
17 for UP and kT for DOHM

Technical Support
3 1lo.con

Subnit Code

Hain Henu
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3. To copythecode,highlightit withthe mouse. This will allow it to be pasted into an email or
other document for Sunhillo technical support.

The Support Code is only valid for the current session. Once you exit out of the
menu option, a new code will need to be generated.

4. ContactSunhillotechnical supportvia email or phone (refer to Section 1.2) and provide the
Support Code from step 2 to receive a code in return.

5. Highlight Enter Code Here and press Enter.

-

B 192.168.1.1 - Tera Term VT =]

Eile Edit Setup Control Window Help
RILI ~
i for UP and “k* for DOWN

Technical Support
uud.zunhillo.con

Support | [Oo not 1 th
i 4200BEFAE4S

Fecoivad Codae:
n
E:|J|:II1 it |::|:||:||'._|

Hain Henu
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6. Under Received Code,pastethe codereceivedfrom Sunhillo technical support in step 4 by
right-clicking with the mouse.

-

B 192.168.1.1 - Tera Term VT L= | e

File Edit Setup Control Window Help
FILI -
I for UP and kT for DOHW

Tachnical Support
UM zubhillo.con

[Oo not 1
42D0BEFAE

Feceived Code: n

Hain Henuo

L "

7. Highlight SubmitCode andpress Enter. You now haveaccess to the standard shell prompt
and can continue troubleshooting.
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Section

7. REDUNDANCY

Inthis Section you gaina generalunderstandingofunit andnetwork interface
redunaarncy.

Redundancy can be classified into two categories: unit (or, for Longport, PCM) redundancy and
network interfaceredundancy. This Section describes the two categories of redundancy, along with
the associated configuration parameters needed to achieve these.

7.1  Unit Redundancy

Unit redundancy means a pair of devices is configured to operate in a mode where one unit is the
primary and the other unit is the backup (refer to Section 7.3.1).

For Longportredundancy, redundant PCMs can be located within the same chassis
or in two different Longport chassis that are connected on the same network.

The primary and backup units communicate through a system health message, which is not
configurable. Each device in a redundant pair is monitoring the other device through the health
messages. The UDP health message can be sent between the units by unicast or multicast. A
redundant network canalso be configured for unit redundancy in which a primary and redundant
network interface are used for sending and receiving the health messages. In a redundant device
configuration, onlyone deviceis processing data (“active”) atany giventime; the other device of the
redundant pair is monitoring, but not processing, data (“standby”).
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Unit redundancy is configured by clicking the Sys Config button on the configuration GUI when

editing or creating a configuration file:

Sensor Configuration

New J1-site J2-site

Data Flow Configuration

Comment Path | | Undo | Redo lm-v Type & Show Name SNMP ] Enable dat

<>-(§: H Ethernet UDP/Multicast - Multicast In

E‘V ( *ASTERIX CATO08 In - CAT 008 In El")i

The configuration parameters necessary for unit redundancy are described in Table 7-1.

Table 7-1: Unit Redundancy Configuration Parameters

Configuration Parameter

Description

Processor Number

Unique number identifying which unitis primary and
whichis the backup.

Valid values are 0 - 15, in increments of 1, e.g.,
primary processor number = 0 and backup processor
number=1.

Primary/Backup Processor

Valid values are:
e None - Disable unit redundancy feature
e Primary - Unitis primary
e Backup — Unit is backup

If the preferred primary method is enabled (see
Section 7.3), this value determines which device unit
will be the primary unit and which unit the backup
unit.

If the preferred primary method is disabled, this value
only sets the initial unit redundancy stateupon
system startup. If switchovers occur, a device will
alternatebetween being the primary unit or the
backup unit.
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Configuration Parameter

Description

Multicast Port Number

The port number for transmitting the UDP health
message to the otherunit.

The port number is bidirectionaland does not depend
on whether a unit is primary or backup.

Valid rangeis 1to 65535.

Multicast IP The multicast or unicast address used for
transmitting UDP multicast health messages to
backup unit (if primary) or to primary (if backup) for
the primary networkinterface.

Multicast NIC The name of the Ethernet interfaceused for

transmitting health messages from the unit (either
primary or backup) on the primary network interface.
Valid values, which are selected using thedropdown
list, are the device names of each Ethernet port.

Multicast Receive IP Address

The multicast or unicast address on the primary
networkinterfaceused for receiving UDP multicast
health messages fromthe backup unit (if primary) or
from primary (if backup).

Redundant Multicast Port Number

The port number for transmitting the UDP health
message on the redundant networkinterfacetothe
other unit.

The port number is bidirectionaland does not depend
on whether a unit is primary or backup.

Redundant Transmit Multicast
Address

The multicast or unicast addressused for
transmitting UDP multicast health messages to
backup unit (if primary) or to primary (if backup) on
the redundant networkinterface.

Redundant Multicast Data Ethernet
Port

The name of the Ethernetinterfaceused for
transmitting health messages from the unit (either
primary or backup) on the redundant network
interface.

Redundant Receive Multicast
Address

The multicast or unicast addresson the redundant
networkinterfaceused for receiving UDP multicast
health messages fromthe backup unit (if primary) or
from primary (if backup).

Redundant Processor IP Version

The IP version of the redundant network interface
data.
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Configuration Parameter Description
Network Time To Live (TTL) The TTL is alimit on the number of transmissions or
a limit on the period of time a data packeton a
computer network can exist before it should be
discarded.

This parameter should be configuredto a value that
best supports thearchitecture of the network on
which the device will be transmitting data to ensure
the data packets will reach the intended
destination(s) without being discarded. This
parameter limits the number of routers a packet can
traverse.
Preferred Primary This parameter enables or disables theuse of a
preferred primary method when selecting which unit
(primary or redundant) to process data from or which
unit to make “active.” Selectable values are:

e Enabled

e Disabled

If set to “Enabled,” the preferred primary method is
used to ensure the primary unit is always processing
incoming dataif possible.

If set to “Disabled,” the preferred primary method is
notused and possible unwanted switchovers
between redundant and primary units arereduced.

7.1.1 Unit Redundancy Switchover

A health check failure between the active unit and the inactive unit will cause a switchover. The
inactive unitbecomes active and starts processing data. A health check failure could occur dueto a
system failure, the unitbeing powered down, or network failure. The Preferred Primaryconfiguration
parameterindicates howtheactive unit, whether it is the primary or backup unit, is determined. A
detailed description of Preferred Primary functionality is provided in Section 7.3. If the redundant
network interfaceis configured,boththe primary and redundant health checks must fail on the active
unit for the inactive unit to become active and start processing data.

If the deviceis configured to send SNMP traps (see Section 10.3),an SNMP trap is generated when
the device state changes from active to inactive or vice-versa.

7.2 Network Interface Redundancy

A device can be configured for network interface redundancy in which a primary and redundant
network interface are used for the processing of input and output LAN data streams. The
configuration parameters vary depending on if the unit is receiving LAN data or transmitting data
onto the LAN.
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7.2.1 Receiving LAN Data

Device network redundancy for receiving LAN data can operate in three different modes:
B Dual Data Input
B Primary and Redundant Input
M Preferred Primary Input

TheDualData Inputredundancy modeis when the deviceis configured to receive and process LAN
data fromboth Ethernet ports. The device is configured to receive two sources of the same LAN
data.

In the Primary and RedundantInput mode, the device monitors both the primary andredundant LAN
sources. However,the data from only one of those sources will be processed. The Preferred Primary
Input modeis determined by the Preferred Primaryconfiguration parameter,whichindicates how this
processing should be performed. A detailed description of the preferred primary method is provided
in Section 7.3.

The network interface redundancy configuration for receiving LAN data is done in the Ethernet
UDP/Multicastnode type. The exception to this configuration is when the incoming data is in En

Route Communications Gateway Protocol (ECGP) format. Although the primary and redundant

network interfaces are configuredin the Ethernet UDP/Multicastnodetype, it is the ECGP Unframer
functionnodetype of the software that monitors the redundant network. There are configuration

parameters specifictothe £ECGP Unframerfunction that must be configured for network redundancy

to operate with incoming ECGP data.

Iftheincoming LAN datais in ECGP format, some elements of the network interface redundancy are
configured in the configuration parameters for the ECGP Unframer function. The configuration
parameters anddescriptions related to network redundancy for ECGP Unframer are described in
Table 7-2.
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Table 7-2: Configuration Parameters for ECGP Unframer Network Redundancy

Configuration Parameter

Description

Preferred Primary

This parameter enables or disables theuse of a preferred
primary method when selecting which LAN input (primary or
redundant) to process data from or which Ethernet port to make
“active”. Selectable values are:

e Enabled

e Disabled

If set to “Enabled,” the preferred primary method is used to
ensure the primary networkinterfaceis always processing
incoming data if possible.

If set to “Disabled,” the preferred primary method is not used, and
possible unwanted switchovers between redundant and primary
networkinterfacesis reduced.

Primary Receiver Timeout

This is the number of milliseconds the device will wait before
switchingto the alternate LAN source if ECGP data from the
interfacing Air Route Traffic Control Center (ARTCC)is no longer
received.

The primary andredundant network interface, suchas address, port,andNIC,for ECGP and all other
incoming LAN data is configuredin the £thernet UDP/Multicast node type. Refer to Section 4.4.4.1
for the details on setting configuration parameters fora node type. The configuration parameters and
descriptions related to configuring the three modes of network redundancy are listed in Table 7-3.
These configuration parameters are used by the software only if the Primary and Redundant LAN
input parameter is set to “Enabled.”

Table 7-3: Configuration Parameters for Three Modes of Network Redundancy

Configuration Parameter Description

Primary and Redundant LAN Input Enables or disables the networkinterface

redundancy forincoming LAN data. Selectable
values are:
e Enabled - Process databetweentwo LAN
sources (primaryand redundant).
e Disabled - Only the primary network
interfaceis used; no network interface
redundancy.

NOTE: The parameters that follow in this tableare
used only if this parameteris set to “Enabled.”

Primary Receiver Timeout

This is the number of milliseconds the device will
wait before switchingto the alternate LAN source
if datais no longer being received onthe current
LAN source.
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Configuration Parameter

Description

Preferred Primary

This parameteris only used if Dua/LAN Data Filter
and Primary and Redundant LAN Inputare set to
“Enabled.”

Dual LAN Data Filter

Selectable values are:
e Enabled
e Disabled

If enabled, the device will process data fromonly
one LAN input source, while the other is monitored
for data and/or active LAN connection. If the
current (either primary orredundant) LAN source
has aloss of data, the device will switchto the
other source to continue processing data.

If disabled, the device will process both the
primary and redundant sources of LAN data. The
device will receive and process two input sources
of LAN data.

This parameter should be enabled only whenthe
incoming datais not in ECGP format and
redundant LAN sources are configured.

Redundant Receive Multicast Address

The IP address used for receiving UDP multicast,
unicast, or broadcast data ontheredundant
networkinterface. If thisentry is blank, the
Ethernet UDP/Multicastnodetype will functionin
UDP broadcast modeand will receive all UDP data.

Redundant Processor IP Version

IP version of theredundant interface — IPv4 or
IPvé6.

Redundant Multicast data Ethernet Port

The name of the Ethernet port used for receiving
the UDP multicast, unicast, or broadcast dataon
the redundant network interface.

Redundant Multicast Port Number

The port number for receiving UDP multicast,
unicast, or broadcast data ontheredundant
network interface.

7.2.1.1 Network Redundancy Switchover

Either aloss of dataon a network interface foranamount of time designated by the Primary Receiver
Timeoutparameteror a loss of network link on the interface will cause a switchover to the alternate
network interface. Aloss of datacould occurdueto a hardware failure of the network interface itself,
IP connection problems, or simply the data from the source no longer being transmitted to the
device. In the case of the ECGP Unframer function, loss of data also means that data from a
particular ARTCC is no longer detected on the incoming LAN data stream.
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Iftheincoming datais in ECGP format, the ECGP Unframerfunction is used to perform the selection
of data from eitherthe primary or redundant LAN sources. If theincoming data is not ECGP format,
the Dual LAN Data Filterparameter configures the device to select the databetweenthe primary and
redundant LAN sources. The device willmonitor both LAN sources,butprocess onlyone source at a
time. The Preferred Primary configuration parameter indicates how this processing should be
performed. A detailed description of the Preferred Primary functionality is provided in Section 7.3.

If the device is configured to transmit SNMP traps, an SNMP trap is generated when the device
switches to a different LAN data source.

7.2.2 Transmitting LAN Data

Networkinterface redundancyfortransmitting LANdatafromthe deviceis configuredin the £themet
UDP/Multicastnode type. The configuration parameters and descriptions related to configuring

network redundancy arelistedin Table7-4. The configuration parameters in Table 7-4 are used by
the software only if the Primary/Redundant Ethernet Devices parameter is set to “Enabled.”

Table 7-4: Configuration Parameters for Configuring Network Redundancy

Configuration Parameter Description
Primary/RedundantEthernet devices | Enables or disables the networkinterfaceredundancy
data transmit function for multiple Ethernet devices.
Selectable values are:

e Enabled
e Disabled

When enabled, the device will send the same datato
the primary and redundant Ethernet devices.

When disabled, the device will use only the primary
Ethernet device for transmitting data; network
interfaceredundancy is disabled.

Redundant Processor IP Version IP version of theredundant processor — IPv4 or IPvé.
Redundant Transmit Multicast The IP address used for transmitting UDP multicast,
Address unicast, or broadcast data ontheredundant network

interface. If this entry is blank, the MULTICAST node
will broadcast onthe system subnet.

Redundant Multicast Data Ethernet The name of the Ethernet port used for sending the
Port redundant UDP multicast, unicast, or broadcast data.
Valid values, which are selected using thedropdown
list, are the device names of each Ethernet port.
Redundant Multicast Port Number The port number for sending UDP multicast, unicast,
or broadcast data fortheredundant data.
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Configuration Parameter Description
Single Multicast Destination Enables/Disables transmitting multicast datatoa
single LAN destinationin a system configured for
redundancy.

When enabled, the device will multicast data on the
primary LAN. If the primary LAN is not active
(connected), the redundant LANis used. The primary
LAN is always used by default, regardless of whether
the data sourcewas fromthe primary LAN, redundant
LAN or serial ports.

When disabled and redundancy is configured, the
same datais transmitted on both primary and
redundant LANSs.

7.3 Preferred Primary Method

Theterm Preferred Primaryrefersto how switchovers are performed in redundant configurations.
For unit redundancy, the switchover is between the primaryandbackupunits. For network interface
redundancy, the switchover is betweenthe primary andredundant network interfaces receiving LAN
data.

7.3.1 Unit Redundancy

If the Preferred Primaryparameteris set to “Enabled,” the method to determine which unit is to be
active, i.e., processing data,is doneon a “Preferred Primary” basis. As a result, the primary unit will
alwaysbetheactiveunitwhen itis operational. If the primary unithas failed in some way, the backup
unit willencounter a health check error. The backup unit then becomes the active unit and starts
processing data. When the primary unit is operational, the backup unit will detect this through
successfulhealthchecks. The primary unitbecomes the active unit and the backupunit returns to a
“monitor only” mode.

Ifthe Preferred Primary parameter is set to “Disabled,” the active unit, regardless of whether it is
primary or backup, will remain active until a failure occurs on that unit and a switch-over to the
alternate unitis necessary. If a failure occurs on the primary unit,the backup unitbecomes the active
unit. When the primary unitis operational again, the backup unit will remain the active unit and the
primaryunitwillbeinactive. Only a failure on the backup unit will cause the primary unit to become
active.
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7.3.2 Network Interface Redundancy

If the Preferred Primary parameter is set to “Enabled,” the processing of the data is doneon a
“Preferred Primary” basis. The device willmonitor both primary and redundant sources of data, but
alwaysusethe primarynetworkinterface until a loss of datais detected. If data is no longerdetected
on the primary source, the device will automatically switch to the redundant network interface and
processthedata. If data returns on the primary network interface, the device will switch back to use
the data fromthe primary source. If data is not found on either primary or redundant data sources,
the device will remain on the primary network interface.

If the Preferred Primary parameter is set to “Disabled,” the device will monitor both primary and
redundant network interfaces and use the source,whether primary or redundant, (only one) which
provides data. A switchto the otherdatasourcewillonly occurif aloss of dataon the current source
is detected.

If the deviceis configured to send SNMP traps,an SNMPtrapis generated whenthe device switches
to a different network interface.

7.4 Radar Redundancy

Thedevice can be configured tomonitorredundantinput radar data sites. Theinput source of these
radar sitescould betwo serial interfaces, two LAN sources, or a mix of serial and LAN. The device
willmonitor both sources (serial and/or LAN) fora particularradar site and switchto the valid source
of that radar data if one input should fail to deliver that radar site data. Radar redundancy is
configured in the Site Fifternode type. The configuration parameters and descriptions related to
configuring radar redundancy are listed in Table 7-5.

Table 7-5: Configuration Parameters for Radar Redundancy

Configuration Parameter Description

Radar Redundancy Type This parameter setsthe type of radarredundancy for the
particular radar site. Selectable values are:

e NONE - Disables radarredundancy.

e LastGood

e Preferred Primary

regardless of primary or redundant, willalwaysbe used.

to ensure the primary source of the radar site is always
processing incoming data if possible. Referto Section 7.3.

Radar Timeout This is the number of seconds the device will wait before

datais no longer present onthe current input source.

Site Name Theradardata 3 - 4 letter name that identifies the site.

RadarID A numeric value that identifies the site.
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Configuration Parameter

Description

Site Filter Type

The parameter determines which information thefilter should use
to identify the particularradar data. Selectable values are:

e Site Name
e RadarlD

7.5 Manual Switching

Iftheradar data source is over the network, the device can be configured to drop duplicate data
packetsusing the ECPG Unframernode type using the configuration parameter “Drop Duplicate

Packets.”

Forredundant device setups,youcan switch between Go Standby or Go Activeto makethe selected

device either secondary or primary, respectively.

System

Go Standby e—
Reboot
Restart Software

Upload Data

Elach m&
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Section

8. USBFLASHDRIVE USAGE

Inthis Section, youlearnabout the USB flashdrive interface features.

The USB slot(s) on the deviceis used to apply updates, copy over configuration files, download log
files, or set other configuration parameters viaa USB flash drive. Note that not all device platforms
support a USB flash drive interface. These devices are identified in the subsections that follow.

8.1 RICI USB Update Notification

TheRICl provides visual feedback when applyingupdates viaa USB flash drive. The TD/RD, RD/TD,
and SYNC LEDs are employed to provide an indication of the status of the update(s).

Ventnor, RICI 5000, and Margate Il ADS-B devices do not have front facing USB
ports, and, as a result, do not support these features.

The LED indications apply to the following USB-based operation: RICI software update
(rfct_[version].sun).

When the USB-based operation listedabove is performed, the RICI software is automatically stopped
fortheupdate process. TheRICIwillneed to berebootedasthelast stepof the procedure for each of
these USB operations, at which time the RICI software will automatically restart.

The LED indications do not apply to XML-only updates or to copying data files to the USB drive.

Inthe subsections that follow, diagrams depict how the LEDs for each row (J1 - J4) and column
(TD/RD, RD/TD, SYNC) are lit — green, red, or off (shown in grey in each diagram) — for the USB
update notification.

8.1.1 RICI “Update In Progress” Indication

LEDs alternate between all ON and all OFF when an update via USB flash drive is in progress:

125



SURELINE CORE USER'S GUIDE

TR S TR S

J1 © O O © O O

J2 o0 O O © O O
—

J3 o O O © O O

J4 © O O © O O

8.1.2 RICI “Update Complete” Indication

When the contents of the USB have been copied successfully, the LEDs alternate between 0 and K
(MOK"):

T R S TR S

J1 o O O © O O

J2 © O O © O O
—

J3 o O O © O O

J4 © O O © O O

8.1.3 RICI USB “Checksum Error” Indication

Thechecksumworks by concatenatingallthe files together in the build and creating a single MD5
checksum, which is also included in the build. When this file is installed, the installation script
concatenates onlythefilesthat were in the tar file (so that user-added files are not counted), and
creates the install_chksumfile.
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If thetwo files do not matchon theinitial bootup,the LEDs will continuallydisplay C,H, K, S,U,and M
(“CHKSUM") untiltheRIClis rebooted. If the files do not matchon subsequent reboots, the letters in
“CHKSUM" are displayed five times, and then the RICI will attempt to start:

TR S T R S T R S

J1 O O O O O O O O O

J2 O O O O O O O O O
 — —p —

J3 O O O O O O O O O

J4 O O O O O O O O O
T R S T R S T R S
J1 O O O O O O O O O
J2 O O O O O O O O O

e — —
J3 O O O O O O O O O
J4 O O O O O O O O O

8.1.4 RICI USB “Error” Indication

If an error otherthana checksum error occurs,the SYNC LEDs alternately walk a RED pattern from
top to bottom:

TR S T R S T R S T R S

J1 O O @ O O O O O O O O O

J2 O O O O O @ O O O O O O
— — —

J3 O O O O O O O O @ O O O

J4 O O O O O O O O O O O @

8.2 Longport USB Update Notification

The Longport PCM provides visual feedback when applying updates via a USB flash drive. The
CHXRX and CHXTX LEDs are employed to provide an indication of the status of the update(s).

The LED indications apply to the following USB-based operation: Longport software update
(longport_[version].sun).
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When the USB-based operations listed above are performed, the PCM software is automatically
stopped forthe update process. The PCM willneed to berebooted as thelast step of the procedure
for each of these USB operations, at which time the PCM software will automatically restart.

The LED indications do not apply to XML-only updates or to copying data files to the USB drive.

Inthe subsections that follow,diagrams depicthowthe LEDs foreach row (CH1xX) and column are
lit — green, red, or off (shown in grey in each diagram) — for the USB update notification.

8.2.1 Longport PCM “Update In Progress” Indication

LEDs alternate between all green and all off when an update via USB flash drive is in progress:

CH1RX o o CH1TX o o
CH2RX o o CH2TX o o
CH3RX © © CH3IX o o
CH4RX o o CHATX o o

8.2.2 Longport PCM “Update Complete” Indication

When the contents of the USB have been copied successfully, the LEDs blink green in alternating
columns:

CH1RX o o CH1TX o o
CH2RX o o CH2TX o o
CH3RX © © CH3IX O o
CH4RX o o CHATX o o

8.2.3 Longport Error Indication

If an error other than a checksum error occurs, the transmit (CHXTX) and receive (CHXRX) LEDs
alternate between all red and all off. If a checksum error occurs, only the receive LEDs alternate
between all red and all off:

CH1RX @ @ CH1TX @) (@)
CH2RX @ @ CH2TX @) @)
CH3RX @ @ ) CH3TX ’ @) (@)
CH4RX @ @ CH4TX @) @)
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8.3 SGP Update Notification

USB flash drives areinsertedintoeitherof the USB slots located on therearof the SGP. Though both
USB ports are available, both ports should not be used concurrently to perform USB-based
operations.

The following USB-based operations are available on the SGP:

B SGP softwareupdate (upd_dcg.tar,or,for version6.0.1 or greater, sgp_#_#_#. sun, where #
represents the version number)

B Configuration file updates ( * xm))
B Download Log files (dcgfile.tar)
B Install software plug-in (*s0)
When the software update and configurationfile update USB-based operations are performed, the

SGP willneed to berebooted asthelast stepof the procedure. The SGP software will automatically
start after the hardware has been rebooted.

8.4 RICI and SGP Software Update

If a software updateisissued by Sunbhillo, a platform_#_#_#.sunfile, where platformrepresents ricior
sgp, respectively, and #indicates versionnumber, is delivered to customers. The sunfilecan then be
used to initiate an update as follows:

1. If necessary, copythe platform_#_# #. sunfileinto the rootdirectory of the USB drive (do not
create a subfolder/directory on the USB flash drive for this file).

2. Insert the flash drive that contains the platform_#_#_#.sunfile into the USB slot.
3. TheLEDswillindicatethe status (in progress, complete, or error) of the software update.

4. RemovetheUSB flashdrivefromthe USB slot once the update is complete as indicated by
the LEDs.

5. Reboot the device by powering off and then powering it back on.

For an alternate method of updating the software that doesnotinvolve the use of the USB flashdrive,
please refer to Section 6.1.
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8.5 Longport Software Update

If a PCM software updateisissued by Sunbhillo, a longport_# # #sunfile, where #indicates version
number, is delivered to Longport customers. The tar file can then be used to initiate an update as
follows:

1. If necessary, copythe longport_# # # sunfileinto theroot directory of the USB drive (do not
create a subfolder/directory on the USB flash drive for this file).

2. Insert the flash drive that contains the longport_#_#_#.sun file into the USB slot.
3. ThelLEDswillindicatethe status (in progress, complete, or error) of the software update.

4. RemovetheUSB flashdrive fromthe USB slot once the update is complete as indicated by
the LEDs.

5. Reboot the PCM by pressing the Reset button on the front panel.

The applicationsoftware on the PCM is stopped during the software update process. Therefore the
PCMwillnot process any serial or LAN datauntil the module is manually rebooted. The version of the
application software can be verified using the Longport GUI.

For an alternate method of updating the Longport software thatdoes not involve the use of the USB
flash drive, please refer to Section 6.1.

8.6 Load Configuration File

If a new configurationfileis supplied by Sunhillo or created by the user, the configuration file (with file
extension . xmj) can be copied to the device as follows:

1. Ifnecessary, copythe * xm/fileintothe root directory of the USB drive, i.e., do not create a
subfolder/directory on the USB flash drive for this file.

2. Inserttheflashdrivethatcontainsthe * xm/fileinto the USB slot and wait approximately 10
seconds. The USB light will be steady ON when the load is complete.

3. Removethe USB flash drive from the USB slot.

If a configuration file created on a device is to be used on other of the same device type, the
configurationfilecan beretrieved from the DATA. tarfile, which was downloaded from the device
using the GUI option (referto Section 2.2.3) or by inserting a blank USB flash drive into the device.
The desired configuration file can be loaded on other device of the same type using the steps
detailed earlier.
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8.7 Download Log Files

Ifthe platform_#_#_#.sun or * xml/file is not present on the USB flash drive — which is true of the
flash drive originally shipped with the device — the USB flashdriveis considered to be in “download”
mode. In download mode, the log files willautomatically be written to the USB flash drive once it is
inserted intothe USB port. The file download processtakes approximately 10 seconds,atwhichtime
the USB flash drive should be removed from the USB port.

8.7.1 RICI and Longport Log Files

The ricifile.tar log file contains useful log files for troubleshooting the unit. The log files can be
downloaded fromthe GUI or by inserting a blank USB stick into the respective port on device and
waiting 30 seconds forthe download to complete. The log file can be downloaded via the STUI on
thedevice or fromthe GUI. The ricifile.tarcan be opened forfile extraction with free, third party tools
on Windows such as WinRAR or 7-Zip.

Table 8-1 shows particularly useful files in ricifile.tar and their purpose.

Table 8-1: Useful RICI, Longport, and Ventnor Log Files and Locations

File and Location Description
/home/dcg/version Current Installed Software Version
/home/dcg/sys.ver Current Installed Operating System Version and

Model Identification
/home/dcg/activeFile Current Active XML Configuration File
/home/dcg/*.xml All XML files loaded onthe unit exist in the log
file

/home/dcg/SystemConfig/systemConfig.xml | Exportable Network Profile of the Unit (can be
imported to another unitto copy over or clone
Network Configsettings to another unit via
Upload Data feature)

/home/dcg/radar.ini Custom Tracker tuner file (the radar.inifile’s
contentswill vary depending on thecustomer’s
tracker requirements—itis a custom setup by

Sunhillo)

/var/tmp/.psar or.dat or.pcap Data Recordingfiles

/var/tmp/POST_LOG.log POST results

/var/tmp/license.log License Codes installed on unit

/tmp/sn.txt Unit Serial Number and Board Revision

/tmp/netinfo.txt Network Settings Information (IP addresses of
the unit)

/proc/mpsprotem MPS debug information when configured in
MPS mode

/etc/hosts DNS settings (if configured)

/etc/network/interfaces Network configuration
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8.7.2 SGPLog File

The dcgfile.tar log file contains useful log files for troubleshooting the unit. The log files can be
downloaded fromthe GUI or by inserting a blank USB stick intothe device and waiting 30 seconds for
thedownload to complete. The log file can be downloaded viaSTUI or from the GUI. The dcgfile.tar

can beopened for file extraction with free, third party tools on Windows such as WinRAR or 7-Zjp

Table 8-2 shows particularly useful files in dcgfile.tarand their purpose:

Table 8-2: Useful SGP Log Files and Locations

File and Location

Description

/home/dcg/version

Current Installed Software Version

/home/dcg/activeFile

Current Active XML Configuration File

/home/dcg/*.xml

All XML files loaded onthe unit exist in the log
file

/home/dcg/SystemConfig/systemConfig.xml

Exportable Network Profile of the Unit (can be
imported to another unit to copy over or clone
Network Configsettings to another unit via
Upload Data feature)

/home/dcg/radar.ini

Custom Tracker tuner file (the radar.inffile’s
contentswill vary depending on thecustomer’s
tracker requirements—itis a custom setup by
Sunhillo)

/var/tmp/.psar or.dat or.pcap

Data Recordingfiles

/var/tmp/POST_LOG.log

POST results

/var/tmp/license.log

License Codes installed on unit

/tmp/sn.txt

Unit Serial Number and Board Revision

/var/tmp/osversion

Operating Systemversion currently installed on
the SGP

/etc/sysconfig/network-scripts/ifcfg-eth*
(where *is 0 upto 5)

IP Address info currently configured on the SGP
for each NIC)

/etc/sysconfig/route-eth *
(where *is 0 upto 5)

Routes configured on the SGP for each NIC

Install Software Plug-in

If a software plug-inisto beinstalled on the device, the specific plug-in file, with file extension .so, is
provided by Sunhillo. The plug-incan be installed on the device using a USB flash drive as follows:

1. Copy *sointotherootdirectory of the flash drive,i.e.,do not create a subfolder/directory on

the USB flash drive for this file.

2. Inserttheflashdrivethatcontains * sothefile into the USB slot and wait approximately 10
seconds. The USB light will be steady ON when the load is complete.
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3. Remove the flash drive from the USB slot when the light on the flash drive is no longer
flashing.

To verify the plug-in was installed successfully, perform the following steps:
4. Logintothe device's GUI.
5. From the main menu, select About from the Systemmenu.
6. Verify the plug-in is shown on the screen under the Plugins Loaded Section.
Refer to the manual thatwas provided with the software plug-infor configuration details and usage

information. Once the plug-in has been configuredas per the instructions in the manual, the device
will need to be rebooted.
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9. SECURITYFEATURES

Inthis Section, youlearnabout SureLine Core's services, login options, and other features
related'to secunty andinformationAssurance,

The SureLine Core device may beused in an environment where access viathe LAN must be limited
and secure. The device providessecurity features and integrity checking for secure environments.
Although the device does nothave a National Information Assurance Partnership (NIAP) certification,
the security features are modeled after the Common Criteria Network Device Protection Profile
(NDPP).

9.1 Services and Login Options

Selecting Security fromthe Administrationmenulists the services andlogin options that are enabled
(checked) or disabled (not checked).

I Administration EI

Network Config

Security <=
0 '
Account Management

Change Password

=7
I

SNMP Management
License Management

I Create RSA Key I

Miramilaad DA Duhlie
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Under Services (Figure9-1),the options are: FTP, HTTPS, KML,SSH/SFTP, NTP, Telnet, SNMP, and
USB. UnderLoginOptions, the options are: Complex Passwords, whichrequires that all users create
strong passwords (referto Section9.1.3),and LoginBanner, which displays the text specified under

Banner Text aftera user clicks the Log Inlink (refer to Section 2.3.2). Any changes are saved after
click the Save button.

Services

Service Enabled

ETP i Disables port 21
HTTPS + Disables port 443

KML [+ Disables port 8080
SSHISFTP ¥ Disables port 22

NTP Port i Disables port 123

NTP Server Tums off queries for peers (monlist)
Telnet ¥ Disables port 23
SNMP ] Disables ports 161 and 162
Service Port

HTTPS 443

Login Options

Complex Passwords

O

If this option is checked, the
text entered under Banner Text
will be displayed at every login

Login Banner

K

Disable GUI Access on Logout [

Banner Text

This is example banner text.|

When clicked,
immediately activates Save
any changes

Figure 9-1: Services and Login Security Options

9.1.1 Service Control

The services shown in Figure 9-1 control how the device can be accessed remotely. The
administrator of the device can determine how the unit can be accessed by only enabling those
services deemed acceptablein a particularenvironment. Care mustbe taken when selecting services
to disable as it is possible to make the device non-accessible if all options are disabled.
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Disabling HTTPS eliminates access to the Web displays normally used for
configuration.

9.1.2 LoginOptions

TheLogin Options shownin Figure9-1 provide additional control on howthe device handles logins.

9.1.3 Complex Passwords

Enabling complex passwords ensures the following rules are met for new passwords entered:
B Minimum length (based on setting; see Section 5.1.5)

One lower case letter (alphabetic:ab ¢ d, etc.)

One upper case letter (alphabetic: AB CD, etc.)

One number (numeric: 012 3, etc.)

Onespecialcharacter (! @ # $ % * & * , +)

9.1.4 LoginBanner

Thelogin bannerfeatureis enabled or disabledvia the LoginBannercheck box. If enabled, thetextin
theBanner Text will be displayed each time a user selects Login. Banner text can be up to 1,023
characters.

9.2 Lock-down Settings

Thedefault shipping configurationleaves the security settings openfor general use and setup. This
section provides suggested security feature settings for secure environments.

The settings shown in Figure 9-2 indicate the suggested lock-down configuration. In this
configuration, the only means of access to the device is through the HTTPS GUI. In addition, the
HTTPS port should be changed to something other than 443 and, if SNMP is required, SNMP V3
should be enabled (see Section 10). Alternatively, for low bandwidth environments, SSH can be
checked to provide a text user interface over a secured connection terminal (see Section 6.5 for
more information on STUI).
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Services

Service Enabled
FTP
HTTPS
KML
SSHISFTP
NTP Port
NTP Server
Telnet

SNMP

N Iy I B B B A LA B

Service Port

HTTPS |44? Set a location-specific HTTPS

port number

Login Options

Complex Passwords ]
Login Banner [l
Disable GUI Access on Logout [

Banner Text

This is example banner text.

Save

Figure 9-2: Suggested Services and Login Security Options

Thefinalaspect of securing the device environment requires that User Management be accessed.
Here the primary factors to consider are:

B Minimum Password Length — Established by local security group
B Password Expiration — Should be non-zero
B User Group — Established by local security group

Refer to Section 5.1.5 for more information on changing password settings.
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10. SNMP SUPPORT

Inthis Section, you learmabout remoteinteractions with the SureLine Coredevicein
SNMP.

The SureLine Coredevice may be used in an environment in which physical access to the hardware
oraccess via the LAN network is, or must be, limited. The device provides software tools and an
SNMP agent to allow the user to interact with the device remotely.

An SNMP manager canpollthe unit for device/network statistics and information, and run a set of
commands. Traps are generated (if configured) for changesin status of the unit,network, and serial
devices.

The device MIB, SUNDCGR-MIB.txt, is provided with the software release in the upd_fs.tar or
platform_#.# #.sunfile provided by Sunhillo. The SUNDCGR-MIB.txtfile should be downloaded from
the Web GUI using the Download MIB button (see Section2.2.4). Each time a new software version
is released, the device MIB file should be updated on the user's SNMP manager also.

The default community names for SNMP access are:
B public - read-only. This is for SNMP get commands.
B sunhillo - read-write. This is for SNMP get and set commands.

The community names mustbe configured on the user's SNMP manager. The community names
can be changed (for security reasons) by using an SNMP set command.
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10.1 SNMP Management

SNMP V2 and V3 communities and users, respectively, can be modified or created by selecting
SNMP Management from the Administration menu.

I Administration E|

Metwork Config

Security
D t
Account Management
(
Change Password
i
P SMMP Management
Hi
License Management
1€

I Create RSA Key I

low

Mmwmilnad DSA Dohlie

After selection, the SNMP Management screen, shown in Figure 10-1, is displayed.

SNMP Management

Operation Read Only Community: |public
SNMP V2 Read Write Community: || sunhillo

Road Oy Communy
Read Write Community

||UsernameHGroup||Hash Type”Encryption Type”

Figure 10-1: SNMP Management Screen

Theavailable optionsunder Operation, V2 - Communities, V3 - Add User, and V3 - Delete Userare
described in the subsections that follow.

10.1.1 V2 - Communities

Forthe V2- Communities Operation (Figure 10-1),the SNMP V2 Read Only Community and Read
Write Community names can be changed from the respective defaults of public and sunhillo.

By default, SNMPV2 is set to Enabled. If set to Disabled, it will no longer be possible to do any gets
or setsusing SNMP V2 communities.

140



SURELINE CORE USER'S GUIDE

10.1.2 V3 - Add User

For SNMP V3 to work, at least one user must be added. To add a new SNMP V3 user —uptoa
maximum of 5 — do the following:

Operation [V3-Add User wie—{ 1

Username 2 > |

Group 3

Security Level 4 —fAuth Priv. V|

Auth Algorithm Zl

Auth Password 6 | (Min 8 Chars)

Re-enter Auth Passwaord

Privacy Algorithm | 8 F—DES V| )

Privacy Password

+=

| (Min 8 Chars)

Re-enter Privacy Password | “— 10

11 Add User

Mote: The maximum number of configurable users is 5

1. Select V3 -Add Userunder Operation.
2. Using only letters or numbers, enter a Username.
3. Select Group between the following:
=  Admin—Unrestricted. Can perform getsand setsacross entire device.
=  Maintainer—Can only do getsand setson device MIB.
= Operator—Can only do getson device MIB.
4. Select Security Level:
= Auth, No Priv—Basic user password authentication.
= Auth, Priv—Adds encryption and hashing to basic user password authentication.

5. Select Auth Algorithm between MD5or SHA.
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6.
7.
8.
9.
10. Enter the same password from step 9 under Re-enter Privacy Password.

11.Click Add User.

Select Auth Password, which needs to be a minimum of eight characters.

Enter the same password from step 6 under Re-enter Auth Password.

Select a Privacy Algorithm between DESor AES.

Set a Privacy Password, which needs to be a minimum of eight characters.

10.1.3 V3 - Delete User

To delete an SNMP V3 user, at least one user must have been previously added.

SNMP Management

Operation

SNMP V2
Read Only Community

. . Username
Read Write Community

Read Only Community:

public

Read Write Community:

sunhillo

Group

Hash Type

Encryption Type

SampleUser

Maintainer|| M

D5

DES <

SampleAdmin

Admin

SHA

AES

To delete an SNMP V3 user do the following:

1.

Select V3 - Delete Userunder Operation.

Operation |V3 - Delete User v|e— 1

2. Select a user to be deleted under Username.

3. Click Delete User.

4. Click OK.

Username |None v|
Delete User |« 3
Operation |[V3 - Delete User V|
Username
SampleUser 2
SampleAdmin

|
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Message from webpage ﬁ

:I Are you sure you want to delete user Samplelser

E—[—r ok || cancel

The user is now deleted from the table.

L.

10.2 SNMP Objects

Table 10-1 summarizes the object groups available in the device MIB.

Iltems marked in /talics are for compatible Sunhillo equipment that provide serial
port connectivity, but are not applicable on the SGP.

Table 10-1: Objects Groups Available in SGP MIB Summary

Object Number Object Name Detail

1 dcgStatusAndldentity This group of objects provides the status
of the system, the SW version, and
configuration file currently in use. This
group of objects also provides commands
to restart, and set the system online or
offline.

2 dcgDevicelnfo This group of objects provides
identification, status and accumulated
statistics of each serial portdevice in the
current configuration.

For each serial port device the
accumulated totals of number of
messages in, number of messages out,
bytesin, bytesout,anderror countsare
available.
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Object Number

Object Name

Detail

3

dcgNetworkinfo

This group of objects is for identification,
address, state, accumulated statistics and
status of the Ethernet devices.

For each Ethernet device the accumulated
totals of number of messages in, number
of messages out, bytesin and bytes out
are available.

dcglLog

Generated when a message is writtento
the errorlog that is classified as requiring
SNMP manager notification. This
information is sent with a trap.

dcgTrap

This group of objects defines the fields
used in the SNMP traps. See the tableon
the following page for alist of SNMP traps.

dcgGlobal

This group of objects refer to theentire
system and define fields foruse in
statistics

dcgNetworkinterval

This group of objects is for network
statistics and identification. The statistics
are providedin intervalsover a 24 hour
period of time.

The statistics availablefor the Ethernet
devices are: number frames in, number of
frames out, bytesin, and bytes out.

dcgDevicelnterval

This group of objects is for serial port
device statistics and identification. The
statistics are provided in intervalsover a
24-hour period of time.

The statistics availablefor each serial port
device are: number of messages in,
number of messages out, bytesin, bytes
out,and errors counts.

dcgMiscOperations

This group of objects is for miscellaneous
operations. These operationsinclude
transferring files to the system and
supporting the sending of text commands
to theoperational software
(dcgOperationalCmd).

dcgOperationalCmd — GET — Shows the
last command processed.

dcgOperationalCmd — SET — Allows the
user to send text commands to the
operational software.
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10.3

SNMP Traps

The SNMP traps issued by the system and described in the MIB are summarized in Table 10-2.

Table 10-2: SNMP Traps Issued by System Summary

Trap # Trap Name Description Detail

1 dcgSystemStatusChange Onits own, thistrapis Generated whenthe
generatedwhenthe DCG | device completes
completes initialization. | initialization or
Sending simulates this system is goes
change. down.

2 dcgDeviceStateChange Onits own, this trapis Generatedwhena
generatedwhenthereis | device (serial ports
a changein statusof a J1-J4) changes
device. Sending status.
simulates this change.

3 dcgNICStateChange Onits own, thistrapis Generated when
generatedwhenthereis | thereis achangein
a changein state of a the statusofa NIC.
NIC. Sending simulates
this change.

4 dcgErrorinfo Onits own, thistrapis Generatedwhena
generatedwhenthereis | messageis writtento
a message writtento the | theerrorlog thatis
RICI/DCG errorLog,and | classified as
it is classified as an requiring SNMP
event thatrequiresthat manager notification.
notification be sent to
the SNMP Manager. NOTE: This trapis

not currently
implemented.
5 dcgPrimaryRedundantLanChange | Onits own, this trapis Generated when

generatedwhena
primary/redundant LAN
data sourceis changed.
Sending simulates this
change.

primary/redundant
LAN data source
changes.
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Trap # Trap Name Description Detail

6 dcgSiteNoDataTimeOut Onits own, this trapis Generated when any
generated when a site of the configured
does not receive any Sites is nolonger
data aftertimeout. Itis receiving data within
also generatedwhena the defined timeout.
site startstoreceive data | The text “site
again. Sending simulates | <SITENAME> is
this timeout. down”is reported.

If dataresumes on
the site, thistrapis
sent with the text
“site <SITENAME> is
up”

7 dcgGeneralinfo Onits own, thistrapis Generated for
generated for events security issues (such
such as security issues, as, file integrity
etc. Sending simulates check).
this scenario.

10.4 SNMP Get/Set Commands
Table 10-3 summarizes the SNMP commands available in the MIB.
Table 10-3: Available SNMP Commands Summary
Get/Set Command Name Description

Get Returnsthename of the configuration file in

use.

Set Com.mand.sthe. system to usethe

degConfiguration configuration file sent in the command. The
configuration file must already reside on the
system. The system must be set OFFLINE
and ONLINEin order forthe new
configurationto become active.

Set dcgCountReset Sets ALL countsto zero.

Get dcgFileTransfer Returnsthestatus of the file transfer

operation with a timestamp.

Get Returnstheenable (1)/disable(0) status of

dcgMessageThrottling message throttling.

Set Enables/Disables message throttling.

Get ReturnstheEthernet port used for input

dcgMessageThrottlingLaninput

messages subject to message throttling. 0=
EthO, 1 = Eth1.
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Get/Set Command Name Description
Set Sets the Ethernet port — 0 or 1 — used for
input messages subject to message
throttling.
Get Returnsthedisabled ports: port1 =1, port 2
. . =2,port3=4,andport4 =8.
Set degMessageThrottlingPortsDisable Disables a port(s):port1 =1, port2 = 2, port
3=4,andport4 = 8.
Get Returnstheenabled ports: port1 =1, port2 =
. 2,port3=4,andport4 =8.
Set degMessageThrottlingPortsEnable Enables a port(s):port1 =1, port2 = 2, port 3
=4,andport4 = 8.
Get Returnsthequeue depth, message drop
dcgMessageThrottlingStats counts,and TIS message drop counts (in
that order).
Get The dcgOperationalCmd portion of the MIB is
Set used when Command Processor is Enabled
under the SNMP dialog of softwareto
controlRTS:
dcgOperationalCmd Syntax for SET:
RTS <COMMAND> <PORT 1-4>
<ON/OFF>
dcgOperationalCmd
Example 1: RTS STATUS 1 (ON/OFF
not needed here — get status of port
1).
Example 2: RTS OVERRIDE 1 ON
(turnsoverridefor port 1 on - turns
RTS on).
Example 3: RTS SET 1 OFF (turns off
the RTS signal for port 1).
Get Returnsthepre-overloadthreshold value
(queue monitoring).
Set degPreOverloadThreshold Sets the pre-overload threshold value (queue
monitoring).
Set dcgRestart Commandsthe applicationto performa
hardwarereboot.
Get Returnsthe queue monitoring returnto
normalthreshold.
Set degReturnToNormalThreshold Sets the queue monitoring returnto pre-
overloadthreshold.
Get Returnsthequeue monitoringreturnto pre-
overloadthreshold.
Set degReturnToPreoverloadThreshold Sets the queue monitoring return to normal
threshold.
Get dcgROCommunity Returnstheread-only community name.
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Get/Set

Command Name

Description

Set

Sets the read-only community name to new
string value (a single word).

The system must be restarted in order for
the new community name to take effect. The
read-only community name must be different
from theread-write community name.

Get

Set

dcgRWCommunity

Returnstheread-write community name.

Sets the read-write community nameto new
string value (a single word).

The system must be restartedin order for
the new community name to take effect. The
read-write community name must be
different from the read-only community
name.

Set

dcgSetOffline

Commandsthe system to the OFFLINE state.
The application SW will stop running.

Set

dcgSetOnline

Commandsthe system to the ONLINE state.
The application SW will execute.

Get

dcgStatus

Returnsaninteger value that describes the
current status of the application software.
Values are:
e dcgStatusOffline(0) — Application SW
is notrunning
e dcgStatusStandby(1) — Processoris
functioning asa backup system, SW
is running but asbackup system.
e dcgStatusOnline(2) — Application SW
is running
e dcgStatusDegraded(3) — Application
SW is running, but errors were
encountered
e dcgStatusFailed(4) — Application SW
failed to initialize or configuration file
error detected on software startup.

Set

dcgSwitchOverMode

Returnsthecurrent processor typein
switchover mode. Values are:
e dcgSwitchOverModeNone(0)
e dcgSwitchOverModePrimary(1)
e dcgSwitchOverModeBackup(2)

Get

Set

dcgTisThreshold

ReturnstheTIS threshold value (seconds).

Sets the TIS threshold. Valueis in seconds.

Get

dcgTrapCommunity

Returnsthetrap read-write community
string.
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Get/Set Command Name Description

Set Sets the trap read-write community nameto
new string value (a single word).

The system must be restarted (dcgRestart
command) in order for the new community
name to takeeffect.

Get dcgUpTime Returnsthetime in seconds since the
system was last re-initialized.

Returnstheapplication SW version. Only
valid when system statusis Online or
Standby.

Get dcgVersion

10.5 Common Remote Access and SNMP Usage

This Section details the steps for how to use the remote access tools and SNMP for particular
scenarios and recommended usage.

10.5.1 Recommended SNMP Gets

The SNMP agent provides numerous commands toretrieve (get) information and statistics about the
deviceand thedatain and out of the system. This subsection documents a few of the recommended
get commands that can be used tomonitorthe device for proper function and information. The user
is not limited to onlythese commands, having, if desired, access to the full functionality of the device
MIB.

10.5.1.1 System Status

The system status can be polled via SNMP can be polled every 5 - 10 seconds to monitor overall
system status. The SNMP get command is dcgStatusAndidentity, dcgStatus.

The status values of “Online” or “Standby” indicate the device is functioning properly with no detected
errors. The application softwareis runningeitheras PRIMARY or standalone (“online”), or BACKUP
(“standby”) system.

The status value of “Offline”indicates the system application software is not running, although the
hardwareis poweredon andfunctioning. The deviceisin this state dueto some userinteraction and
the software applicationcan be startedusingthe dcgStatusAndldentity, dcgSetOnline command.
If the status is “degraded,” meaning either the serial or NIC device has encountered an error:

B Moreinformationon serial devices canbe obtained by pollingeach device and obtaining the
following information:

= Get serial device state to check if error condition is set.

= Get serial device status to check for the cause of the error.
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B MoreinformationontheNICdevices canbeobtained by polling each device and obtaining
the following information:

= Get NIC device state to check if error condition is set.
= Get NIC device status to check for the cause of the error.

M Ifconfigured forTraps,atrap,i.e., dcgDeviceStatusChange or dcgNICStatusChange, was
also sent fromthedeviceto indicate somekind of error. Furtherinformationcan be obtained
from these trap messages about the cause of the device status change.

The“failed” status indicates a fatal software applicationerrorhas occurred and is not running. This
usually occurs because the active configuration file contains errors. The Event Log will contain
details on the reason for the failure.

10.5.1.2Data Message Counts

The message counts in and out on the serial and NIC devices are a means to verify proper data
processingof thedevice. The system statusmay indicate the software and hardware is well, but it is
recommended to verify data is being received and processed by the device.

The applicable serial and NIC devices message in and out counts can be polled every fiveto 10
minutes to verify data is being received and processed, i.e., the counts are increasing, and the
amount of data being processed is acceptable.

The message countinformationforthe serial devices canbe found in the decgDevicelnfo MIB object.
The message countinformationforthe NIC devices canbe found in the decgNetworkinfo MIB object.
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Appendix

A1. CONFIGURATION EXAMPLES (SERIAL
PLATFORMS)

This Section provides several examples of creating from scratch or editing existing configuration
files on SureLine Core serial platforms, including RICI, Longport,and Ventnor. Each example mirrors
common user dataflow configurations and demonstrates some of the features and functionality
available fromthe configuration GUl tocreate/edit the data flow. Each example will walk through,
step-by-step, whatis needed to create a dataflow. Figures are provided when necessary to highlight
a specific operation or clarify a step in the process.

Thesamples provided here are provided as examples only. If you desire, you canwalk through these
examples step-by-step using the GUI as an exercise to gain understanding and increase your
familiarity in editing configuration files, and particularly, a data flow.
The follow examples are provided:

B LAN datain - Serial data out (Single data path).
Multiple LAN data inputs — Multiple serial data output (two data paths).
LAN data in with Site Filtering to multiple serial data outputs.

Multiple serial data in — Single LAN data output.

Single serial data in with data conversion — Multiple LAN data out.

LAN data in with site filtering — Multiple LAN data out.

A1.1 Example #1: LAN Input to Serial Output (Single
Path)

The configuration in example #1 should contain the following elements:

B Multicast LAN data input on Ethernet port 0 from 239.1.1.6 port 9507
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B Incoming CD-2 radar data in ECGP format from ARTCC ZNY

M Data from site XYZ should be displayed using the Radar Display feature

B Radar output channel 1in 13 bit radar format on serial port #1

B External baudrate

The final data flow will look like this:

O.( B Ethernet UDPMthcas'iEv}O.(?iecsp U”"ame"lélv (VZ’D 13-bit Radar oml Ev)

( “CD2In |[§Jv).<>.(~Radar Displayl@v)<>(gjnonzlgv]

To create the data flow described above the following steps are performed:

1.

Fromthe menu bar, select Configuration, New. Choosethe _/an_to 4 _chan_13_bit_serialfile.

This file provides the following template:

<>.( B Ethemnet UDP/Multicast - LAN_mI@v}<>.(_-‘_§ECGP Unframer - EceP_Unpackerlv}Q(@ @ & & 13 Bit Radar Out - Sena|_0utl|§]v)

Click onthefirst node of type Ethemet UDP/Multicast. Change the following configuration
parameters:

a) Type “LAN_in" for the Logical Name.

b) Enter “9507” for Multicast port number.

c) Enter “239.1.1.6" for Multicast Receive IP Address.
d) Choose “Eth0” for Multicast NIC.

e) Click OK to exit the configuration parameters screen.

. Mouse-click onthe second node of type ECGP Unframer. Change the following configuration

parameters:

a) Type “ECGP_from_ZNY” for Logical name.
b) Type “ZNY” for ARTCC Name.

c) Choose “ARTCC Name” for ARTCC Filter.

d) Click OK to exit the configuration parameters screen.
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4. Click on the 73 Bit Radar Out node. Change the following configuration parameters:
a) Choose “None” for Channel 2, Channel 3, and Channel 4.

b) Choose “External” for Baud Rate.

5. Mouse-overonthediamondconnector after ECGP Unframernode. Select the “Branch the

path” option. A duplicate of the data path from where the branch was initiatedis created. This
path is populated with “dummy” nodes, which must be configured.

6. Mouse-over on the diamond connector before the OUTPUT node. Select the “Insert a
function” option. A genericnode of FUNCTION type withdefaultnameis inserted in the data
flow.
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I_inpu\i EV}O.(%ECGP Unframer - ECGF’_from_ZNYI E|v

- [ﬂ? 13-bit Radar Out - Serial_OulI EI")

n|
INCTION - default |E|v}0(—’ OUTPUT - defaultl Ev)
o, = N & —

7. Select the node dropdown list on the new node. Choose Input Radar Types, CD2 In.

8. Clickonthenode. Enter “for_display” for Logical name. Click OK to exit the configuration
parameter screen and save the settings.

9. Mouse-overon thediamond connector after “CD2 In” node. Select the “Insert a Function”
option. A generic node of FUNCTION type with default name is inserted in the data flow.

10. Select the node dropdown list on the new node. Choose Utilities, Radar Display.

11. Clickonthenode. Enter “site_xyz" for Logical name. Type “XYZ" for Site Name to display.
Click OK to exit the configuration parameter screen and save the settings.

12.0n the OUTPUT node, select the node dropdown list. Choose Other, NONE.
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13. Select Save File As buttonatthe bottomof the screen. Enter the file name “doc_example1”
and click OK.

A1.2 Example #2: Multiple LAN input to Multiple Serial
Output

This example is an exercise in creating a data flow with multiple inputs to multiple outputs. This
example is based on example #1 to create two different data paths for the data flow.

The configuration in example #2 should contain the following elements:

B Configuration from example #1.
Multicast LAN data input on Ethernet port 1 from 239.1.1.5 port 9510.
Incoming CD-2 radar data in ECGP format from ARTCC ZOB.

Data from site PHL should be displayed using the Radar Display feature.

Radar output channel 1 in 13 bit radar format on serial port #2.
B External baud rate.

The final data flow will look like this:

O s o i ) Gt

G RO @ea K O (Eode)
O Foemmmadgo) (e wdgo) (T rmmers]a)

G O (@sa K O (Eode)

To create the data flow described above the following steps are performed:

1. Fromthe menu bar, select Configuration, Edit. Choose the file doc_examplel.
2. Mouse-over the first diamond connector. Select “Branch” from the fan control. The GUI

creates a duplicate of the data path from where the branch was initiated. The nodes are
setup with “dummy” values and must be configured by the user.
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lticast - LAN_InpuVI @V).Q(yEECGP Uniramer - ECGP_frOm_ZNYI @v ( 13-bit Radar Out - Serial_Ou[Iav)

( +CD2 In - for_display |Eiv}<>(
<>(_. INPUT - default |Ev}<>('_-‘_§FUNCTxON - default |@V}Q(ﬂ OUTPUT - default |Ev)

3. Selectthenodedropdown list on the INPUT node. Choose LAN, Ethernet UDP/Multicast.

e
Branch the path|

4. Click onthe node. Change the following configuration parameters:
a) Type“LAN_input2” for the Logical Name.
b) Enter “9510” for Multicast port number.
c) Enter “239.1.1.5" for Multicast Receive IP Address.
d) Choose “Eth1” for Multicast NIC.
e) Click OK to exit the configuration parameters screen.

5. Selectthenodedropdown list on the secondnodein the path (a FUNCTION node). Choose
Framers/Unframers, ECGP Unframer.

6. Mouse-click on this node and change the following configuration parameters:
a) Type “ECGP_from_ZOB" for Logical name.
b) Type “ZOB” for ARTCC Name.
c) Choose “ARTCC Name” for ARTCC Filter.
d) Click OK to exit the configuration parameters screen.

7. Selectthenodedropdown list on thethird node (OUTPUT node). Choose Serial, 13 Bit Radar
Out.

8. Click onthe 73 Bit Radar Out node. Change the following configuration parameters:
a) Choose “Port2” for Channel 1.
b) Choose “External” for Baud Rate.

c) Click OK to exit parameter screen.
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9. Mouse-overonthediamondconnector after ECGP Unframernode. Select the “Branch the
path” option. A duplicate of the data pathfrom where the branch was initiatedis created. This
path is populated with “dummy” nodes which must be configured.

10. Mouse-over on the diamond connector before the OUTPUT node. Select the “Insert a
function” option. A genericnode of FUNCTION type withdefaultnameis inserted in the data
flow.

11. Select the node dropdown list on the new node. Choose Input Radar Types, CD2 In.

12. Clickonthenode. Enter “for_display2” for Logical name. Click OK to exit the configuration
parameter screen and save the settings.

13. Mouse-over on the diamond connector after CD2 /nnode. Select the “Insert a Function”
option. A generic node of FUNCTION type with default name is inserted in the data flow.

14. Select the node dropdown list on the new node. Choose Utilities, Radar Display.

15. Clickonthenode. Enter “site_phl”for Logical name. Type “PHL" for Site Name to display.
Click OK to exit the configuration parameter screen and save the settings.

16.0n the OUTPUT node, select the node dropdown list. Choose Other, NONE.
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17.Select Save File As button atthe bottomof the screen. Enter the file name “doc_example2”
and click OK.

After the configuration file has been saved, another Sensor is automatically created
by the GUI. This sensor is necessary for the serial port node type to operate
correctly.

A1.3 Example #3: LAN Input to Multiple Serial Outputs
with Site Filtering

This example is an exercise in creating a branch to send data from a single source to multiple
outputs.

The configuration in example #3 should contain the following elements:
B Multicast LAN data input on Ethernet port 0 from 239.1.1.6 port 9507.
B Incoming CD-2 radar data in ECGP format from ARTCC ZNY.

Radar site XYZ output channel 1 in 13 bit radar format on serial port #1.

Radar site QRS output channel 1 in 13 bit radar format on serial port #2.

Radar site KLM output channel 1 in 13 bit radar format on serial port #3.
B External baud rate.

The final data flow will look like this:

<>.( 2, Ethernet UDP/MuIlicasi Ev}<>(’ﬂ&csp UnframerI Ev)<>_(‘f Site Name/ID Filterl Elv)<>.(@ 13-bit Radar Ou[l Elv)
< >(~‘ Site Name/ID Filterlgvjo(@ 13-bit Radar Ou[I E'V)
<>_( 7 Site Name/ID Filteri Ev}O(ﬂ? 13-bit Radar omI EI')

To create the data flow described above the following steps are performed:
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1. Fromthe menu bar, select Configuration, Edit. Choose the file doc_examplel.

2. Mouse-over the diamond connector after the ECGP Unframernode. Select the “Delete a
Function” option. The CDZ2 /nfunction node type is removed from the data path.

3. Onthefourthnodeinthedatapath, whichiscurrently a Radar Disp/ay node type, select the
node dropdown list. Choose Filters, Site Name/ID Filter.

4. Click on the node. Enter to following:
a) Type “site_XYZ" for Logical name.
b) Type “XYZ” for Site Name.

c) Choose “Site name” for the Site filter type.

d) Click OK to exit the configuration parameter screen and save the settings.
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5.

10.

11.

Mouse-over on the diamond connector after ECGP Unframer node (the third diamond
connector). Select the “Branchthe path” option. The GUI creates a duplicate of the data path
fromwherethebranch wasiinitiated. The nodes are setup with “dummy”values and must be
configured by the user.

D
met UDPIMuI(icas(-LAN_inpu{EIVJ<>.(;jECGP Unframer - ECGP_from_ZNY| g O FITe .sine_xvzi@v)<>(®|3.bn Radar Out-SeriaI_Ou(lEv)

(ﬂFUNCTION - default I@V)-<>-(-v OUTPUT - default IEVJ

Select the node dropdown list on the first node in the new branch. Choose Filters, Site
name/ID Filter.

. Click on the node. Enter to following:

a) Type “site_QRS” for Logical name.
b) Type “QRS” for Site Name.
c) Choose “Site name” for the Site filter type.

d) Click OK to exit the configuration parameter screen and save the settings.

. Select thenodedropdown list on the OUTPUT node (second node). Choose Serial, 13 Bit

Radar Out.

. Click on the “13 Bit Radar Out” node. Change the following configuration parameters:

a) Choose “Port2” for Channel 1.

b) Choose “External” for Baud Rate.

c) Click OK to exit parameter screen.

Repeat steps 5 - 9 to create another branch for site KLM for output on serial port #3.

Select Save File As button atthe bottomof the screen. Enter the file name “doc_example3”
and click OK.

A1.4 Example #4: Multiple Serial Input to Single LAN

output

This exampleis an exercisein creating sensors and merging data from multiple inputs to a single

output.
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The configuration in example #4 should contain the following elements:

Two CD-2 13 bit radar data serial input on port 1 and 2 (channel 1 only).
Filter out Search messages from CD-2 data on port 1.

Filter out status, AIM, and weather messages from CD-2 data on port 2.
A GUI Radar Display to show both radar inputs — sites XYZ and TUV.
Format data in ECGP headers from ARTCC ABV.

Multicast all data on LAN t0 239.1.1.7 port 9507.

The final data flow will look like this:

<>.(@:7 13-bit Radar 1n{|§v}<>_( ‘D2 Filter‘@V).<>(i"-ECGP FramerIEV}<>.( B Ethernet UDPIMuIncaSIIEV)

> DO O ED

<>.(‘=? 13-bit Radar WIE'}<>( "CD2 Fmerl @v}<

<>.( *CD21In |Ev}o.(~Radar Display |E]v}<>.(QNONEIEvj

To create the data flow described above the following steps are performed:

1.

2.

Fromthe menu bar, select Configuration, New. Choose the file _4_channel_13_bit_to_lan.
This file provides the following template:

<>.(@ @ @ @13 Bit Radar In - &nm_mlv}O.(_-‘iEcep Framer - ECGP_PackerI E]v}o.(g Ethernet UDP/Multicast - Mumcast_Ou:IEvj

Inthe Sensor ConfigurationSection of the screen,mouse-click the New sensor. . Enter “XYZ"
for SiteName. Choose “CD-2"for Site Type. Change the Logical Name to “Radar In 1 - site”.
Click OK to exit the configuration parameters screen.

Inthe Sensor ConfigurationSection of the screen,mouse-click the New sensor. Enter “TUV”
for SiteName. Choose “CD-2"for Site Type. Change the Logical Name to “Radar In 2 - site”.
Click OK to exit the configuration parameters screen.

Click on thefirst node of type 73 BitRadar /n. Change the following configuration parameters:
a) Type “RadarIn 1" for the Logical Name.

b) Choose “9600” for the Baud Rate.

161



SURELINE CORE USER'S GUIDE

c) Choose “RadarIn 1 - site” for Radar ID.

d) Click OK to exit the configuration parameters screen.

5. Mouse-over on the diamond connector after 13 Bit Radar In node. Select the “Insert a
Function”option. Agenericnode of FUNCTION type withdefaultnameisinsertedin the data
flow.

6. Select the node dropdown list on the new node. Choose Filters, CD2 Filter.
7. Clickonthenode. Enter “filter searches” for Logical name. Check the box next to: Search,

Search Strobe,and SRTQC messages. Click OK to exit the configuration parameter screen
and save the settings.

8. Click on the ECGP Framernode type. Enter “ABV” for the ARTCC Name.

9. Click OK to exit the configuration parameter screen and save the settings.

10. Click onthe Ethernet UDP/Multicastnode. Changethe following configuration parameters:
a) Enter “9507" for Multicast port number.
b) Enter “239.1.1.7" for Multicast IP.

c) Choose “Eth0” for Multicast NIC.

d) Click OK to exit the configuration parameters screen.

11. Mouse-overon the firstdiamond connector in the data path. Select the “Branch the path”
option. The GUI creates a duplicate of the datapath fromwhere the branchwas initiated. The
nodes are setup with “dummy” values and must be configured by the user.
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12.Each nodein thebranched data path must be configured with a particular type. Using the
node dropdown menu on the following nodes, select the correct node type:

a) First node: 73 Bit Radar In.
b) Second node: CDZ2 Filter.

13. For each of the nodes configured in step 15. Click on each node type and configure the
following parameters:

a) Firstnode: Type“Radarin2” for the Logical Name. Choose “9600" for the Baud Rate.
Choose “Port 2" for Channel 1. Choose “Radar In 2 — site” for Radar ID.

b) Second Node: Type “filter_weather” for the Logical Name. Filter out AIMS, Status, and
Weather messages.

The data flow is to send both radar inputs to a single LAN output. At this point in
the data path, the second path must be merged into the top data path to usethe
ECGP Framer and Ethernet UDP/Multicast nodes for the data in the second path.
The third node is not necessary in the second data path row.

14.Mouse-over on the third diamond connector in the data path. Select the “Delete a Node”
option. The FUNCTION node will be removed from the data path.

15. Select thenodedropdown list on the OUTPUT node. Choose Merge. A pop-up dialog box will
giveinstructionsfor choosing the connector in the data path above with which to merge.
Click on the node before the “ECGP Framer” type node.
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Editing : doc_exampled.xml

) Configuration System

w W

New  Radar In 1-site Radar In 2-site Serial_In-site

Data Flow Configuration

Comment Path | [ Undo | | fedo | % Show Type ¥ Show Name Enable dataflow highlighting

0(., 13-bit Radar In - Radar In 1I§v)0( *7 CD2 Filter - fiter_search Iav (ﬂecep Framer - Ecep_wu@.igv}o.( B Ethernet UDP/L
Q(?mm Radar In - Radar In zlEv)O(‘rcoz Fiter - nler_mme1

~% QUTPUT - default |Ev)

16. Mouse-over on the diamond connector after “CD2 Filter — filter search” node. Select the

“Branch the path” option. Aduplicate of the data pathfromwhere the branch was initiated is
created. This path is populated with “dummy” nodes which must be configured.
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1 B
adar In 1|=w ilter - filter_search hl ¢ ss{NBranch the pathPGP_Packerj =" :, Ethernet UDP/Multicast - Muliticast_Ox
i 1 CD2Fi i E} N E] EY

17. Select thenode dropdown list on the FUNCTION node. Choose Input Radar Types, CD2 In.

18. Clickonthenode. Enter “for_display1” for Logical name. Click OK to exit the configuration
parameter screen and save the settings.

19. Mouse-over on the diamond connector after CD2 /nnode. Select the “Insert a Function”
option. A generic node of FUNCTION type with default name is inserted in the data flow.

20. Select the node dropdown list on the new node. Choose Utilities, Radar Display.

21.Clickonthenode. Enter “site_XYZ" for Logical name. Type “XYZ" for Site Name to display.
Click OK to exit the configuration parameter screen and save the settings.

22.0n the OUTPUT node, select the node dropdown list. Choose Other, NONE.

165



SURELINE CORE USER'S GUIDE

Another Radar Display must be added to the data flow for the serial data from Port
2 after the CD2 Filter - filter weathernode.

23.Repeat steps 14 — 20 to createa datapath branchfor a Radar Display for site name “TUV”.

n

24. Select Save File As buttonatthe bottomofthe screen. Enter the file name “doc_example4
and click OK.

A1.5 Example #5: Serial Input to Multiple LAN Output
with Data Conversion

The configuration in example #5 should contain the following elements:
B Receiving ASR-9 formatted radar data.
B 4 channel 13 bit radar data serial input using 4 ports using external clock.
B A GUI Radar Display to show radar input — site XYZ.
B Convert ASR-9 data to ASTERIX CAT034/48.
B Multicast all data on LAN t0 239.1.1.7 port 9507 and 239.1.1.8 port 9508.

The final data flow should look like this:

<>.(®@ 13-t Radar In - ASRE Radar |n|E|v).O.( JASRAIn - asr@_in;ux‘gv ( *ASTERIX CAT34/48 Out - asienx_omlElv B Ethemet UDPIMulticast - Multicast_Out IEv)

(E. Ethemet UDP/Multicast - h‘.ulbcas!_ou:z‘IEv)

(Qaaua: Display - site_XYZ |E|v).0(ﬂuone - NONE IEv)

To create the data flow described above the following steps are performed:
1. Fromthemenu bar,select Configuration, New. Choose the file _4_channel 13_bit_to_lan.

This file provides the following template:

Q( @ @ 13 Bit Radar In - Senal_lr| EVJO(S‘EECGP Framer - ECGP_Packeri EV).O(E Ethernet UDP/Multicast - Multlcast_Oul'EV)

2. Clickonthefirst nodeof type 73 BitRadar /In. Change the following configuration parameters:
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a) Type “ASR9 Radar In” for the Logical Name.

b) Choose “External” for the Baud Rate.

c) Click OK to exit the configuration parameters screen.

3. Clickonthe“Serial_In-site”in the Sensorconfiguration window. Enter “XYZ" for Site Name.
Choose “Asr9” for Site Type. Click OK to exit the configuration parameters screen.

4. Mouse-over on the diamond connector after 73 bit Radar In node. Select the “Insert a
Function”option. A genericnode of FUNCTION type withdefaultnameisinsertedin the data
flow.

5. Select the node dropdown list on the new node. Choose Input Radar Types, ASR9 In.

6. Clickonthenode. Enter “asr9_input” for Logical name. Click OK to exit the configuration
parameter screen and save the settings.

7. Select the node Dropdown list on the ECGP Framernode. Choose Output Radar Types,
ASTERIX CAT34/48 Out.

8. Clickonthenode. Enter “asterix_out” for Logicalname. Change other settings if necessary.
Click OK to exit the configuration parameter screen and save the settings.

9. Clickonthe Ethernet UDP/Multicastnode. Changethefollowing configuration parameters:

a) Enter “9507” for Multicast port number.
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b) Enter “239.1.1.7" for Multicast IP.
c) Choose “Eth0” for Multicast NIC.

d) Click OK to exit the configuration parameters screen.

10. Mouse-overon the fourth diamond connectorin the datapath. Select the “Branch the path”

option.

O((}ASRQ In- as@_inpulIEV}O(OASTERIX CAT34/48 Out - asterix_oull E]v B m
\/ 4 N S \‘_// k. = e N - 2

11.Select the node dropdown list on the new OUTPUT node. Choose LAN, Ethernet
UDP/Multicast.

12. Click on the new node. Change the following configuration parameters:
a) Enter “9508" for Multicast port number.
b) Enter “239.1.1.8" for Multicast IP.

c) Choose “Eth1” for Multicast NIC.

d) Click OK to exit the configuration parameters screen.
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branch for the Radar Display must be chosen after the ASR9 /nnode in the data
path.

13. Mouse-over on the diamond connector after ASR9 /nnode. Select the “Branch the path”
option.Aduplicate of thedatapathfromwherethe branchwasinitiatedis created. This path
is populated with “dummy” nodes which must be configured.

!'.’Q‘)

ranch the path ~
¢ L=\SISTERTX CAT34/48 Out - asterix_out| =% (E} EthernetUDP/MuRicast-Multicast_OutlElv

LS -

O—( *ASR9 In - asr9_input||§]v

~
‘ (eﬁ Ethernet UDP/Multicast - Multicast_outZlElv
-l

~
<>.(=jFUNCTION - default |E]v)o.(-¢ OUTPUT - default |E|v
]

14. Select the node dropdown list on the FUNCTION node. Choose Utilities, Radar Display.

15. Clickonthenode. Enter “site_xyz" for Logical name. Type “XYZ" for Site Name to display.
Click OK to exit the configuration parameter screen and save the settings.

For this data path thereis no actual data output. By design, each data path hasto
have an OUTPUT node. In this case, the OUTPUT node type must be set to “NONE”

to indicate this is the end of this data path.

16.0n the OUTPUT node, select the node dropdown list. Choose Other, NONE.

n

17.Select Save File As button atthe bottomof the screen. Enter the file name “doc_example4
and click OK.

A1.6 Example #6: LAN Input to Multiple LAN Output

The configuration in example #6 should contain the following elements:
B Receiving ASR-9 formatted radar data.
B Multicast LAN data input from 239.1.1.12 port 9512 in ECGP format from ARTCC ABV.
B A GUI Radar Display to show both radar input — site XYZ.

B Convert ASR-9 data to ASTERIX CAT034/48.

169



SURELINE CORE USER'S GUIDE

B Multicast all data on LAN t0 239.1.1.7 port 9507 and 239.1.1.8 port 9508.

The final data flow should look like this:

>( B Ethernet UDPIMul(icasi EVJO.(EEECGP Unﬁamerl[gv).o.( *ASR9 Ivigv ( *ASTERIX CAT34/48 Outl EY (E, Ethernet UDP/MuIticas(l gv)

B Ethemet UDPMulticast @

(ORadar Display lEIv)O(;jNONE JEV)

To create the data flow described above the following steps are performed:
1. Fromthe menu bar, select Configuration, Edit. Choose the file doc_example5.

2. Selectthenodedropdown list onthefirstnodeto changethetypefroma serial input to LAN
input. Choose LAN, Ethernet UDP/Multicast.

3. Click on the node. Enter “ASR9 ECGP In” for Logical name. Change the following
configuration parameters:

a) Enter “9512" for Multicast port number.
b) Enter “239.1.1.12" for Multicast Receive IP address.
c) Choose “Eth0” for Multicast NIC.

d) Click OK to exit the configuration parameters screen.

The current data flow does not have an ECGP Unframer node type; therefore,
another node must be added to the existing data path.

4. Mouse-overonthediamond connector after the Ethernet UDP/Multicast node. Select the
“Insert a Function” option. A generic node of FUNCTION type is inserted in the data flow.

5. Selectthenodedropdown list onthe new node. Choose Framer/Unframers, ECGP Framer.

6. Click on the node. Enter “unframer” for Logical name. Enter “ABV” for ARTCC Name.

7. Click OK to exit the configuration parameter screen and save the settings.

8. Select Save File As button atthe bottomofthescreen. Enter the file name “doc_example6”
and click OK.
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A2,

SGP CONFIGURATION EXAMPLES

This Section provides a step-by-step example of creating a configuration file using one of the
templatefiles shippedwiththe SGP product. The configurationin this example contains the following
elements:

Receiving ASR-9 formatted radar data and converting it to ASTERIX CAT034/048
Multicasting LANdatainput from 239.1.1.12 port 9512 in ECGP format from ARTCC ABC
Displaying radar data graphically

Multicasting outputdataonthe LANto addresses 239.1.1.7 port 9507 and 239.1.1.8 port
9508

The final data flow will be:

O—( B Ethernet UDPMulticast - ABC. .rI;-v}O,(I-}EccP Unflamef—unpa[kerlav}o.[ *ASRS In - ABC, ladarlgv [ tASTERIX CAT34/48 Out - ABC, (umzniav [E.ElhemeiUDP’D.\U\[l[as'—AEIE uuﬂlEvJ

B Ethernet UDPMulticast - ABC_ow

[Unad-r Display - ABC_disp |EV}<>,(:ENDNE - NONE [Ev)

To create the described data flow, the following steps are performed:

1.

2.

Create the Input Flow
From the menu bar, select Configuration, New. Choose the file _sp/it_7_in_2_out.xml.

Click the Save File As button and enter the file name my_asr9in at the prompt.

Clickthe OK buttonto savethetemplatefileas my_asr9in.xm/. This new filename appearsin
the upper right corner of the screen.

Click onthefirst nodein thedataflow,changethefollowing parameters, and then click OK:
a) Logical Name = ABC_in

b) Multicast Port Number =9512

c) Multicast Receive IP Address =239.1.1.12

Mouse over the diamond connector before the SBB-Filter node and select the Delete branch
fan option. The lower branch is now removed from the data flow.

Mouse over the diamond connector after the ECGP Unframer node and select the Insert a
function fan option. A default FUNCTION node is inserted into the data flow.
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10.

11.

Select the FUNCTION node’s dropdown list and choose Input Radar Types, ASR9 In.

. Click on the FUNCTION node and change the Logical Name to ABC _radar.

. Click OK.

Create the Output Flow

. Mouseoverthe diamond connector afterthe ABC_radarfunction and select the Branch the

path option. A new path is created containing a FUNCTION node and an OUTPUT node.

Select the new Function node’s dropdown list and choose Utilities, Radar Display.

. Click on the Radar Display node, change the following parameters, and then click OK:

a) Logical Name = ABC_disp
b) Site Name = ABC
Select the default OUTPUT node’s dropdown list and choose Other, NONE.

Ontheupperdata path, select the SAA-Filternode’sdropdown list and choose Output Radar
Types, ASTERIX CAT34/48 Out.

Click on this Output node and change the Logical Name to ABC_convert.

Click OK.

. Mouseoverthediamond connector afterthe ABC_convert node and select the Branch the

path fan option. Anew OUTPUT node is created.

. Clickonthetopmost Output node (OUT_1), change the following parameters, and then click

OK:

a) Logical name = ABC_out1

b) Multicast Port Number = 9507
c) Multicast Port =239.1.1.7

Select the new (default) Output node’s dropdown list and choose LAN, Ethernet/UDP
Multicast.

Click on this Output node, change the following parameters, and then click OK.
a) Logical name = ABC_out?
b) Multicast Port Number = 9508

c) Multicast Port =239.1.1.8
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12. Click the Save File button.
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A3. MARGATEII ADS-B CONFIGURATION

Margatell ADS-Bdevicesprovide templates for the most popular configurations (see Section 4.3).
The basic concepts described in Appendices A and B can also be applied to Margate || ADS-B
devices.
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A4. ENABLINGMSP APl OPERATION

To configurea SureLine Core deviceto usethe MPS API, a valid MPS APl data flow must beused. As
such, the software comes with a preconfigured template. To use this template, follow these steps:

1. Fromthe menu bar, select Configuration, New. Choose the file _mps-api-connections.

2. Ontheconfigurationscreen,click the SaveFile As buttonandenter a filename atthe prompt.
Click OK.

3. Fromthemenu bar,select Configuration, SetActive. Choose the file name saved in step 2.
Click OK.

4. Fromthemenu bar,select System, Restart software.... Once restarted, the device operates
as an MPS and is controlled by the MPS API.

With the MPS API configurationrunning, proceed to attachingandusingthe MPS APl calls described
in SUN2298 — MPS WAN Protocol User’s Guide.

178



SURELINE CORE USER'S GUIDE

This page is intentionally left blank.

179



SURELINE CORE USER'S GUIDE

AS. ACRONYMS

The acronyms that follow have been used throughout this document.

Acronym Expansion
ADS-B Automatic Dependent Surveillance — Broadcast
AIMS ATCRBS Identification Friend-or-Foe Mark X1l System
ANSI American National Standards Institute
API Application Programming Interface
ARTCC Air Route Traffic Control Center
ARTS Automated Radar Terminal System
ASCII American Standard Code for Information Interchange
ASR Airport Surveillance Radar
ASTERIX All Purpose Structured Eurocontrol Surveillance Information Exchange
ATCRBS Air Traffic ControlRadar Beacon System
bps bits per second
BRTQC Beacon Real Time Quality Control
BTU British Thermal Unit
CD Common Digitizer
CRC Cyclic Redundancy Check
CSA Canadian Standards Association
CTS Clear to Send
DTR Data Terminal Ready
EBCDIC Extended Binary Coded Decimal Interchange Code
ECGP En Route Communications Gateway Protocol
EIA Electronic Industries Alliance
ESD Electrostatic Discharge
ESM Ethernet Switch Module
EUROCONTROL European Organisation for the Safety of Air Navigation
FAA Federal Aviation Administration
FCC Federal Communications Commission
FIFO First In First Out
FTP File Transfer Protocol
GUI Graphical User Interface
HDLC High-level Data Link Communications
IEC International Electrotechnical Commission
IP Internet Protocol
KML Keyhole Markup Language
LAN Local Area Network
LED Light Emitting Diode
LRU Lowest Replaceable Unit
Mbps Megabits Per Second
MIB Management Information Base
MPS Multi-Protocol Server
MTBF Mean Time Between Failure
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Acronym Expansion
MTL Mean Threshold Level
NDPP Network Device Protection Profile
NIAP National Information Assurance Partnership
NIC Network Interface Card
NTP Network Time Protocol
PCAP Packet Capture
PCM Processor Card Module
POST Power On System Test
PSAR Peripheral System Analysis and Recording
PSM Power Supply Module
RAG Range Azimuth Gate
RAPPI Random Access Plan Position Indicator
RD Receive Data
RICI Real-Time Interfaceand Conversion Item
RoHS Restriction of Hazardous Substance
RTS Requestto Send
SGF Sensis Generic Format
SGP Surveillance Gateway Process
SNMP Simple Network Management Protocol
SRTQC Search Real Time Quality Control
SSH Secure Shell
STUI Sunhillo Terminal User Interface
TCP Transmission Control Protocol
TIS Time In Storage
TTL Time To Live
UDP User Datagram Protocol
UL Underwriters Laboratories
USB Universal Serial Bus
VLAN Virtual Local Area Network

End of Document
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